

Self-Hosting with Docker & Linux

Jason Cannon

© 2025 Jason Cannon


Self-Hosting with Docker & Linux

	Take Control: What You’ll Build and How to Get Started
	Overview
	Downloads


	Self-Hosting Fundamentals
	Introduction
	What is Self-Hosting?
	Why Should I Host My Own Applications? What Are the Benefits?
	Challenges of Self-Hosting
	Summary
	Resources
	Quiz
	Quiz Answers


	Using Linux for Self-Hosting
	Introduction
	Linux Distributions and Distros
	What Makes Linux Ideal for Self-Hosting
	Choosing a Linux Distribution for Self-Hosting
	Bare Metal vs. Virtual Machine (VM) Setups
	Summary
	Next Steps
	Quiz
	Quiz Answers


	Installing Ubuntu on Windows Using WSL
	Introduction
	What is Windows Subsystem for Linux (WSL)?
	Prerequisites for Installing WSL
	Installing WSL and Ubuntu on Windows 11
	Making WSL Start on Boot


	Installing Ubuntu on macOS
	Introduction
	VMware Fusion
	Installing VMware Fusion on macOS
	Installing Ubuntu (ARM Version for Apple Silicon)
	Ubuntu OS Installation
	Configuring the Ubuntu Virtual Machine to Autostart


	How to SSH into the Linux Docker Host from macOS for Seamless Copying and Pasting
	Intended Audience
	Introduction
	Why Use SSH?
	Step 1: Install the SSH Server on Ubuntu
	Step 2: Get the IP Address of Your VM
	Step 3: Connect from the macOS Terminal
	Optional: Customize the Terminal Application
	Summary


	Installing Ubuntu on Bare Metal (Hardware)
	Introduction
	Download Ubuntu 24.04 LTS ISO
	Create a Bootable USB Drive Using balenaEtcher
	Installing Ubuntu on Bare Metal


	Using Tailscale for Secure Networking
	Introduction
	What Tailscale Does
	High-Level Overview of Tailscale
	What Tailscale Is
	What a VPN Is
	What a Mesh Network Is
	Tailscale’s Mesh VPN
	Benefits of Tailscale’s Mesh VPN
	Tailscale’s Exit Nodes: Secure Internet Routing
	Free vs. Paid
	Wrapping Up
	Summary
	Resources
	Quiz
	Quiz Answers


	Installing Tailscale on Your Ubuntu Linux Docker Host
	Introduction
	Update Your Linux System
	Create a Tailscale Account
	Resources


	Installing the Tailscale Client on Windows (How To Add A Windows Device To Your Tailnet.)
	Introduction
	Installing Tailscale on Windows
	Signing In and Connecting to Your Tailnet


	Installing the Tailscale Client on macOS (How To Add A macOS Device To Your Tailnet.)
	Introduction
	Installing Tailscale on macOS
	Resources


	Installing the Tailscale Client on iOS (How To Add an iPhone or iPad To Your Tailnet.)
	Introduction
	Downloading Tailscale for iOS
	Initial Setup and Permissions
	Signing In and Connecting to the Tailnet
	Disconnecting and Reconnecting
	Conclusion


	Installing the Tailscale Client on Android (How To Add an Android Client To Your Tailnet.)
	Introduction
	Downloading Tailscale for Android
	Initial Setup and Permissions
	Signing In and Connecting to the Tailnet


	Installing Docker on the Ubuntu Linux Docker Host
	Introduction
	Updating Your Linux System
	Installing Docker Dependencies
	Adding the Docker Software Repository to Your System
	Installing Docker
	Summary
	Resources


	Setting Up Portainer
	Introduction
	What is Portainer?
	Why Use Portainer?
	Installing Portainer on Your Ubuntu Docker Host
	Using Docker Compose vs. Docker Run
	Creating the Docker Compose Configuration File for Portainer
	Starting Portainer


	Summary
	Deploying File Browser for File Management
	Introduction
	Why Use File Browser?
	Deploying File Browser
	Updating Portainer’s Public IP Configuration
	Deploying File Browser at the Command Line


	Configuring TSDProxy for Tailnet-Based HTTPS Access
	Introduction
	Moving Away from IP Addresses to Names
	What is TSDProxy and What Does it Do?
	Tailscale Configuration
	Deploying TSDProxy
	Named Volumes vs Bind Mounts
	Deploying TSDProxy using Portainer
	Configuring TSDProxy
	Configuring File Browser for Use With TSDProxy
	Summary
	Resources


	Finding Open Ports on your Docker Host
	Introduction
	Why Open Ports Are Needed
	Manually Finding Open Ports
	Picking a Port to Use
	Deploying the Open Port Finder Web Application
	Deploying Open Port Finder using Portainer


	Summary
	Setting Up Homepage as a Self-Hosted Dashboard
	Introduction
	Why Have a Dashboard?
	Deploying Homepage Using Portainer
	Deploying Homepage using Portainer
	Homepage Overview and Key Features
	Customizing Your Homepage Dashboard
	Updating the Dashboard Title and Background
	Locking the Theme and Color Palette
	Configuring Widgets
	Adding and Organizing Service Groups
	Adding Bookmarks
	Summary
	Resources


	IT Tools
	Introduction
	Installing IT Tools Using Portainer
	Understanding the Compose File
	Deploying IT-Tools using Portainer
	Accessing the TSDProxy Dashboard
	Using IT-Tools
	Docker Run to Compose Converter


	Updating Homepage
	Accessing Self-Hosted Services Using Your Own Domain with Caddy
	Introduction
	Why Use Your Own Domain
	Registering a Domain Name
	Hosting DNS with Cloudflare
	Two Approaches for Hosting Self-Managed Services on Your Domain
	Configuring Your DNS Records
	Getting a Cloudflare API Token
	Creating the Caddyfile
	Deploying Caddy Using Portainer
	Summary
	Resources


	Making Your Self-Hosted Services Public with Cloudflare Tunnels
	Introduction
	Deploying a Ghost Blog Using Portainer
	Deploying Ghost using Portainer
	Using Cloudflare Tunnels to Publicly Expose the Service
	Understanding How Cloudflare Tunnels Work
	Creating the Cloudflare Tunnel
	Installing the Cloudflared Client Using Portainer
	Completing the Tunnel Configuration
	Summary


	How to Find, Evaluate, and Deploy Self-Hosted Services and Solutions
	Introduction
	Why You’d Want to Find Self-Hosted Alternatives
	A Quick Note Before We Dive In
	Another Quick Note Before We Dive In
	How to Find Self-Hosted Tools and Services
	Self-Hosting Directories and Lists
	Using Search Engines to Find Self-Hosted Services
	Exploring Forums and Communities for Recommendations
	What to Look for in a Self-Hosted Application
	Deploying an Application Using Docker
	Checking Software Repositories
	Using Docker Hub for Official Images
	Converting Docker Run Commands into Compose.yaml Files
	Search Engine and Community Resources
	Customizing Compose Files for Your Environment
	Understanding Docker Image Documentation
	Resources





Take Control: What You’ll Build and How to Get Started

Overview

If you’ve ever wanted the freedom to run the services you rely on such as file sharing, task management, media streaming, or nearly any other web application right from your own computer or server, you’re in the right place. In this book, you’ll learn how to take control of your digital life by self-hosting your own services using Docker and Linux.

This book is for anyone who wants to host their own services without relying on third-party platforms. Whether you’re tired of paying monthly software subscription fees, concerned about the privacy of your personal data, or an IT professional looking to sharpen your skills and manage your own infrastructure, this book is for you.

Throughout the book, you’ll build a rock-solid foundation for self-hosting. You’ll install Linux, configure secure remote access with Tailscale, deploy Docker and Portainer, and set up HTTPS for all of your services—even if you don’t have your own domain name. And if you do have a domain, I’ll show you how to use it to securely access your services while keeping them safe from hackers.

Beyond that, you’ll also gain the skills to:

	Find self-hosted alternatives to popular services
	Evaluate them for functionality, support, and ease of use
	Customize Docker configurations for your environment
	Access your services remotely with HTTPS security
	Use tools like Portainer and TSDProxy to make managing your self-hosted environment easy


Almost every chapter is hands-on and focuses on giving you practical, repeatable skills. You’ll see live demos, step-by-step walkthroughs, and clear explanations. You’ll also get downloadable Docker compose files and sample configurations that you can customize to fit your needs.

By the end of this book, you’ll have your own self-hosted setup running—whether on dedicated hardware, in a virtual machine on your existing computer, or in the cloud as a virtual private server. You’ll learn the pros and cons of each method and learn how to choose the one that best aligns with your needs and goals.

Let’s get started.



Prefer to watch instead of read?

A full video course version of this book is also available for purchase. It features step-by-step demonstrations and visual walkthroughs designed to make learning easier and more engaging.

Visit LinuxTrainingAcademy.com/self to learn more and enroll.



Downloads

Throughout this book, I’ll walk you through a series of hands-on demonstrations. To make it easy for you to follow along, I’ve created a download that includes all the files used in the upcoming chapters such as Docker Compose files and configuration files.

The download is packaged as a single ZIP file named self-hosted-book.zip, and you’ll find it here:

LinuxTrainingAcademy.com/self

To extract the contents of the file on Windows, right click it, select “Extract All,” and click on “extract.”

On macOS, double click the file to extract it.

On Linux, open up a terminal and run:

unzip self-hosted-book.zip

Inside the self-hosted-book folder, you’ll find three other folders: configuration-files, docker-stacks, and presentations.

In the configuration-files folder you’ll find the configuration files used during the book. There’s a folder for each project. For example, you’ll find a folder named “homepage” and the configuration files used to configure homepage inside that folder.

In the “docker-stacks” folder you’ll find all the compose.yaml files used to deploy the self-hosted services we cover in this book. Each service has its own subfolder. For example, you’ll find everything you need to deploy the Portainer web application in the “portainer” folder.

Finally, you’ll find PDF copies of all the slide presentations used in the course version of this book in the “presentations” folder. These slides can serve as quick reference materials you can use during the hands-on labs and as ongoing documentation for your self-hosted infrastructure.

Go ahead and download the file now and extract its contents so you’ll have these resources going forward.

Don’t worry if you’re not sure how to use these files just yet—that’s expected. I’ll walk you through each one step-by-step as you proceed through the book.


Self-Hosting Fundamentals

Introduction

In this chapter, you’ll learn what self-hosting is, what’s involved in self-hosting, how it differs from traditional cloud-based or Software as a Service (SaaS) offerings, it’s benefits, and it’s challenges. By the end of this chapter, you’ll clearly understand both the responsibilities and rewards of self-hosting and how it can help you gain control over your digital life.

What is Self-Hosting?

So, what is self-hosting?

In short, self-hosting is the act of running services, applications, or websites that you control. These self-hosted tools can be accessed remotely from devices such as smartphones, laptops, or desktops. You have full control over how they’re accessed: they can be private and limited to your home network, private but accessible over the internet to only those you choose, or completely public on the internet for anyone to access. This flexibility lets you tailor accessibility and privacy to fit your needs.

The main difference between self-hosted applications and traditional applications comes down to their accessibility. A traditional application installed directly on your device can only be used on that specific device. For example, if you install a word processor on your laptop, you can only use that word processor when you’re working on that laptop.

On the other hand, a self-hosted application is accessible not only from devices on the same network where it’s hosted but also from other networks you choose to allow. This means you can use it from anywhere—whether you’re at home, on a different network, or even across the globe. Since you’re in control, you decide who gets access and from where, giving you the power to tailor both accessibility and security to meet your needs.

You can think of self-hosting as an alternative to third-party cloud providers including cloud-based services, Software as a Service (SaaS) web applications, and “the cloud” in general. The main difference between the cloud and self hosting is who controls the infrastructure and data.

And that brings us to the core idea behind self-hosting, which is that you are in control of your own data. Not only are you in control of your own data, you are responsible for that data, including how it’s stored, how it’s accessed, and how, or if, it’s backed up. Also, you are in control of the services and applications that access that data.

Self-Hosting Examples

There’s likely a self-hosted alternative for almost any application or service you use. For example, if you use a cloud storage service such Google Drive, Dropbox, Microsoft’s OneDrive or Apple’s iCloud to store your files, you can replace them with a self-hosted solution such as Nextcloud, Seafile, or Syncthing. These tools let you store, sync, and share files across your devices, just like the big-name cloud services. The difference is that your data remains entirely under your control.

Another example includes project management tools, task trackers, or to-do list applications. If you use services like Trello, Asana, or Monday.com to organize your to-do lists or collaborate on projects, you can switch to a self-hosted alternative like Kanboard, Wekan, or OpenProject.

If you use chat or messaging platforms like Slack, Microsoft Teams, or Discord, you can witch to self-hosted alternatives such as Mattermost, Rocket.Chat, or Zulip.

Perhaps you like to organize and share your photos and videos using Google Photos, Amazon Photos, or Flickr. If so, then you could use the self-hosted options of Immich or Photoprism.

These are just a few examples, but the possibilities are nearly endless. The key takeaway is that for almost every major application or service, there’s a self-hosted option that offers similar functionality while giving you complete ownership of your data and how it’s accessed.

Why Should I Host My Own Applications? What Are the Benefits?

Let’s cover the some of the benefits of self-hosting.

Control Over Your Data

First and foremost, self-hosting gives you full control over your data. When you self-host, your data isn’t stored on someone else’s servers; it stays with you, under your control. This means you decide how it’s managed, who can access it, and what happens to it. You’ll no longer be at the mercy of third-party providers who might change their terms of service, increase fees, or even shut down their platform altogether. With self-hosting, you have the freedom to set your own rules and ensure your data is handled exactly as you want.

Data Privacy

By storing your own data, you eliminate the risks of data mining, invasive tracking, or unauthorized sharing by third-party providers. Many cloud-based services monetize their platforms by analyzing and selling user data or targeting you with ads based on your activity. When you self-host, you remove these risks entirely because your data never leaves your control.

Control Over Access and Availability

Not only are you in control of your data, you’re in control of how and where it’s accessed from. With self-hosting, you can make your applications available on your local network, accessible remotely over the internet, or even open to public access if you want. You decide from where and how your apps are available.

Independence

Another benefit to self-hosting is independence. When you self-host you free yourself from relying on companies or services that are outside of your control. If you use traditional cloud-based platforms, you depend on those providers to keep their services running, secure your data, and offer features you need. If they suddenly change their service offerings, discontinue a product, increase prices, or even shut down altogether, you’re left scrambling to find alternatives and potentially lose access to your data in the process.

By self-hosting, you can ensure that your services run as long as you need them to, with no surprises or disruptions caused by outside forces. This independence means you’re in full control of your digital ecosystem. You decide when to update, what features to enable, and how to manage your data. There’s no waiting for a company to fix an issue or roll out a feature you’ve been requesting for months. If something needs to change, you have the power to address it immediately.

No Forced Updates

Self-hosting also eliminates forced updates. Commercial services often roll out updates that can disrupt your workflows or add features you don’t need or want. With self-hosted applications, you decide when and if to update, ensuring compatibility and stability with your existing setup. This level of control allows you to customize your environment to suit your exact needs, freeing you from the whims of outside providers.

Customization

Yet another benefit of self-hosting is the ability to customize your environment to meet your exact needs. When you rely on third-party platforms, you’re limited to the features, designs, and configurations that they offer. Self-hosting eliminates these constraints, allowing you to customize your applications and services according to your specific needs and preferences.

Cost Savings

Self-hosting can save you money because you can replace subscription-based services with self-hosted alternatives. Self-hosted solutions are often open source and free to use, which means you won’t have to pay for licenses or premium features. For example, instead of paying monthly fees for cloud storage, you can use tools like Nextcloud or Syncthing that run on your own hardware. Likewise, hosting your own media server with Jellyfin or Plex avoids the subscription costs associated with streaming services.

Over time, these savings add up. By replacing multiple paid services — like cloud storage, media streaming, and team collaboration tools — you can significantly lower your overall expenses while enjoying the added benefits of privacy, control, and customization.

If you host your applications on hardware you already own, there are no up-front costs. For example, many people repurpose older, unused desktops or laptops to handle self-hosting tasks.

Even if you don’t have hardware readily available, there are plenty of affordable options to get started. Devices such as a Raspberry Pi, a micro desktop PC, or even a pre-owned enterprise server are excellent choices for self-hosted services.

A Raspberry Pi can cost as little as $50, while a micro desktop can be had for $150. Used or refurbished enterprise servers can start around $200.

Even if you do have to invest in some initial hardware, you will most likely save money over the long term.

Virtual Private Servers

If you don’t want to deal with physical hardware, using a Virtual Private Server (VPS) from a hosting provider is a great alternative. A VPS is a virtualized server that runs in a data center managed by the hosting provider. This allows you to run your self-hosted applications without owning or maintaining physical equipment. Just like a physical server, a VPS gives you complete control over the operating system, configurations, and software you choose to install. This makes a VPS a hassle-free way to enjoy the benefits of self-hosting without the responsibility of managing a physical server. Plus, your VPS benefits from a professional data center’s dependable, high-performance infrastructure.

Keep in mind that using a VPS is a bit of a trade-off. While it eliminates the need to manage physical hardware, it does introduce a reliance on a hosting provider. Not only are you trusting that the provider will keep your VPS available, but you’re also trusting that the hosting provider is going to respect your privacy and not access or misuse the data on your VPS.

In my opinion, using a VPS to host your applications is a better option than relying on third-party SaaS applications. In theory, your VPS provider could gain access to the data hosted on your VPS, but in practice, it’s unlikely. Most VPS providers do not actively inspect or access the files stored on the individual servers they host.

On the other hand, SaaS applications, such as Google Drive, are built on centralized infrastructures and frequently use business models that include gathering and studying user data. That makes it far more likely that your data is being actively scanned, analyzed, or monetized on a publicly available web application than on a VPS server.

VPS Providers

If you decide to use a VPS instead of, or alongside of, your own hardware, you have many options to choose from. Some of my personal favorites include DigitalOcean, Vultr, AWS Lightsail, OVH Cloud, and Hetzner.

For example, at the time of this recording, DigitalOcean offers VPS plans starting at just $4/month. I’ve used DigitalOcean for several years now and have always been impressed with their reliable service and support. Likewise, the other providers I mentioned are highly reputable and offer a variety of plans to suit different needs. Of course, a quick search will uncover plenty of other VPS providers to explore.

Improving Your Technical Skills

By hosting your own applications and services, you’ll gain valuable skills. Not only will you learn how to configure servers, you’ll also learn how to manage software configurations, troubleshoot issues, and even optimize system performance. Over time, you’ll develop a deeper understanding of networking, security, and resource management. If you work in IT, or want to work in IT, these are all highly valuable skills to have.

Self-hosting also encourages problem-solving and critical thinking as you adapt tools to fit your specific needs. Working through the challenges of self-hosting sharpens your ability to think logically and creatively. Each new project or application presents an opportunity to expand your technical knowledge and find innovative solutions to unique problems.

It’s Fun and Rewarding!

Personally, I find that learning new things is its own kind of reward, and I imagine you might feel the same. Self-hosting gives you plenty of opportunities to learn new things. Plus, when you implement a new service or overcome a challenge, you’ll have a sense of accomplishment that is deeply rewarding.

Supporting Open Source Software (OSS)

The majority of self-hosted applications are open source, meaning their source code is freely available for anyone to use, modify, and share. This openness provides a high level of flexibility and transparency, allowing you to examine how the software works, modify it to suit your needs, and contribute your changes back to the community.

Open-source projects thrive on collaboration, giving you the opportunity to give back to the community while benefiting from the tools you rely on.

Submitting Bug Reports

One of the most common ways to give back to the open source community is to submit a bug report. This helps the project maintainers identify and fix issues, thereby improving the software for everyone.

Updating Documentation

Yet another way you can contribute is by updating the documentation for the software you use. Fixing typos or clarifying instructions can make the software more accessible and user-friendly, especially for beginners who rely on clear, accurate guidance. Good documentation is often just as important as the code itself, as it helps new users understand and use the software. By improving the documentation that others use, you’re helping to lower the barrier to entry for new users of the software and enabling them to adopt the software with confidence.

Contributing Solutions

If you run into a problem with a piece of open source software you use and have the technical skills to fix it, you can share your solution with the project. By sharing your code, you’re not just resolving the issue for yourself; you’re also helping others who may have the same issue.

Challenges of Self-Hosting

Before we wrap up this chapter, it’s important to address the potential downsides of self-hosting. While I’m a strong advocate for self-hosting and believe in its many benefits, it wouldn’t be fair — or responsible — of me not to discuss the challenges and limitations that come with it. Self-hosting is a powerful option to pursue, but with great power comes great responsibility. Knowing not only the benefits, but the pitfalls of self-hosting can help you decide if self-hosting is for you.

Total Control Means Total Responsibility

Self-hosting gives you total control over your environment and your data. The downside is that there is no one to step in and fix things if something goes wrong. When you decide to self-host, you decide to be self-reliant. You are your own technical support, troubleshooter, and solution provider. If your server crashes, your data gets corrupted, or you forget to set up regular backups, it’s entirely up to you to resolve those issues or live with the consequences. This level of responsibility can be overwhelming for some, especially if they’re new to managing servers or lack technical experience. Sure, there are online communities and volunteer support networks that you can ask for help, but ultimately, it’s up to you to resolve your own issues.

Hardware Failure

Hardware failure can cause downtime and interruptions to your self-hosted services. If you’re self-hosting from home, a power outage for your home will make your services unreachable until power is restored. If your hardware isn’t set to auto-start after power is restored, it may remain off until you can physically turn it back on, which can be a real problem if you’re away from home for an extended period of time.

The same thing applies for your internet connection. If the internet service for your home goes down, so do your self-hosted services.

Cloud providers handle these challenges with redundancy and failover systems that ensure minimal service interruptions. While it’s not practical for most homes to have multiple Internet Service Providers with automatic failover, for example, it’s a standard practice in data centers and for cloud services.

You’re Responsible for Securing Your Data

When you take back control over of your data, you take on the role of securing that data. It’s your job to ensure that only those you want to have access to your data do. In this book you’ll learn how to deploy your self-hosted environment in a way that makes it virtually unreachable by hackers. When, or if, you decide to open up any part of your self-hosted environment to external access, you’ll want to do so in a secure manner. Again, you’ll learn about how to do that in this book, but you’ll always want to think through the security implications of your actions.

Self-Hosting Takes Work and Patience

I don’t want to discourage you from self-hosting, because I think it is extremely rewarding to be in control of the applications you use and the data you create, but expect to put in some effort, especially in the beginning and expect some challenges along the way. When you do face an issue and start to get frustrated, know that by working through those issues you’re growing and building up your technical expertise. Over time, tasks that once seemed daunting will become routine, and you’ll gain confidence in your skills.

Just remember that self-hosting is more than a way to run applications—it’s a way to take ownership of your digital life. If you’re ready to embrace the responsibility, you’ll find the independence, control, and empowerment that come with self-hosting to be incredibly fulfilling.

Summary

In this chapter, you learned that self-hosting is the process of running applications, services, or websites that you fully control. Unlike traditional cloud-based or SaaS applications, self-hosting gives you total control over your data and how it’s accessed. You learned that it’s possible to use self-hosted alternatives for popular services including cloud storage, project management tools, and messaging platforms. You were also introduced to some of the many benefits of self-hosting, such as enhanced privacy, independence, and cost savings.

Finally, you learned that self-hosting not only requires effort, it also comes with high level of responsibility. You are fully responsible for maintaining, troubleshooting, and securing your self-hosted environment. Despite these challenges, self-hosting is a rewarding undertaking that gives you ownership of your digital life while allowing you to build valuable technical skills.

Resources

DigitalOcean: https://www.linuxtrainingacademy.com/digitalocean

VULTR: https://www.linuxtrainingacademy.com/vultr

AWS / Amazon Lightsail: https://lightsail.aws.amazon.com

OVH Cloud: https://www.ovhcloud.com

Hetzner: https://www.hetzner.com

Quiz

1: What is self-hosting?

	The use of a third-party cloud provider for application hosting
	Running applications, services, or websites that you fully control
	A service limited to local network use only
	Software accessible only on one specific device


2: What is one key difference between self-hosted and traditional applications?

	Self-hosted applications are always public
	Traditional applications can be accessed from anywhere
	Self-hosted applications allow access from multiple networks or locations
	Traditional applications store data locally


3: Which of the following is an example of a self-hosted alternative to cloud storage services?

	Google Drive
	Dropbox
	Nextcloud
	Microsoft OneDrive


4: What is one benefit of self-hosting chat or messaging platforms?

	Enhanced accessibility for everyone on the internet
	No need for hardware or software setup
	Full control over data and privacy
	Outsourced technical support


5: How does self-hosting promote data privacy?

	By preventing all third-party access
	By encrypting data on third-party servers
	By limiting application functionality
	By removing the risks of data mining or tracking by third-party providers


6: What is a downside of self-hosting?

	Full responsibility for troubleshooting and maintaining services
	Dependency on third-party providers
	Lack of access to data D Limited application options


7: What is a cost advantage of self-hosting?

	It eliminates all upfront costs
	It removes the need for hardware
	It ensures zero operational costs
	It replaces subscription-based services with free or open-source alternatives


8: How do Virtual Private Servers (VPS) differ from self-hosting on physical hardware?

	A VPS allows self-hosting without owning or maintaining physical equipment
	A VPS eliminates reliance on any third-party
	A VPS requires no technical knowledge
	A VPS offers fewer security options


9: What is one challenge of self-hosting compared to using cloud services?

	You cannot customize applications
	Hardware failures or internet outages can interrupt services
	It limits accessibility from multiple locations
	It provides limited privacy options


Quiz Answers

1: B) Running applications, services, or websites that you fully control

Explanation:

Self-hosting refers to running applications, services, or websites where you control the infrastructure, access, and data. This differs from third-party cloud services as it offers full ownership and flexibility over your digital resources.

2: C) Self-hosted applications allow access from multiple networks or locations

Explanation:

Self-hosted applications can be accessed from anywhere you permit, unlike traditional applications, which are limited to the specific device where they are installed.

3: C) Nextcloud

Explanation: Nextcloud is a self-hosted alternative to cloud storage services like Google Drive or Dropbox, allowing users to store and sync data on their own infrastructure.

4: C) Full control over data and privacy

Explanation:

Self-hosting chat platforms like Mattermost or Rocket.Chat ensures that your data remains private and under your control, without risk of third-party access or tracking.

5: D) By removing the risks of data mining or tracking by third-party providers

Explanation:

Self-hosting keeps your data private because it’s stored and managed on infrastructure you control, eliminating risks associated with third-party data mining or tracking.

6: A) Full responsibility for troubleshooting and maintaining services

Explanation:

Self-hosting requires users to handle all technical responsibilities, including troubleshooting, backups, and system maintenance, which can be challenging for those new to managing servers.

7: D) It replaces subscription-based services with free or open-source alternatives

Explanation:

Self-hosting often uses free or open-source software, saving costs on subscription fees for cloud-based services, while leveraging existing or low-cost hardware.

8: A) A VPS allows self-hosting without owning or maintaining physical equipment

Explanation:

A VPS is hosted in a third-party data center, allowing users to self-host applications without managing physical hardware, while still offering control over the server environment.

9: B) Hardware failures or internet outages can interrupt services

Explanation:

Self-hosted environments are vulnerable to interruptions caused by power outages or internet disruptions, unlike cloud services that typically have redundancy and failover systems.


Using Linux for Self-Hosting

Introduction

In this chapter, you will learn what Linux is, why Linux is the go-to operating system for servers, and why the LTS version of the Ubuntu Linux distribution is an ideal choice for self-hosting. ## Linux Is a Kernel

First off, let’s define Linux. Technically speaking, Linux is a kernel. A kernel is the core component of an operating system that interacts directly with hardware. So, the Linux kernel is the layer that sits between the hardware and the applications that run on that hardware. You can think of the Linux kernel as an interface that applications access in order to use the underlying hardware components, such as processors and memory. Ultimately, the Linux kernel is the intermediary between software and hardware. ## Linux Is Also an Operating System

Even though Linux is kernel, it’s fairly common for people to use the term “Linux” to refer to a “Linux distribution” which is an operating system that uses the Linux kernel. An Operating System is a collection of software that manages hardware resources and provides an environment where applications run. The Operating System allows applications to do such things as store data, display information on a screen, and communicate over a network. Two popular operating systems that you might be familiar with already are Windows and macOS.

Linux Distributions and Distros

To reiterate, an operating system that uses the Linux kernel is called a Linux distribution. By the way, you’ll often hear people talk about a “Linux distro” or “Linux distros.” Distro is short for “Linux distribution”. You’ll even hear people call Linux distributions “flavors”. Just know that a Linux distribution is simply the Linux kernel and a collection of software that, together, create an operating system. For example, one Linux distribution might include Nano as the default text editor, while another might come with the Vim editor installed by default. Both distributions allow you to edit text files, but the specific tool provided for the task might be different.

It’s important to point out here that the software that comes installed by default can be changed. If you don’t like the text editor that shipped with the Linux distribution you’re using, you can install another one and use that. You can think of a Linux distribution as a curated collection of software that works well together, but you’re more than free to use the software and applications that you like best.

What Makes Linux Ideal for Self-Hosting

Linux has become the go-to choice for servers and self-hosted environments. Here are just a few reasons why.

Open Source and Free

First off, Linux is open-source and most Linux distributions are free to use, which means you don’t have to pay a licensing fee to use Linux. Not having to pay for an operating system can help keep costs down which is ideal for self-hosted environments.

Stability and Reliability

Linux has proven itself to be a highly stable and reliable operating system. If you are going to rely on services that you host, you need an operating system that will keep running without frequent crashes or interruptions. Linux excels in this area, making it a top choice for situations where uptime and reliability are critical.

Security

Thanks to the open-source nature of Linux, anyone can inspect its code. This enhances security because vulnerabilities can be identified and fixed quickly. When the source code is openly available, thousands of eyes can review it, making it harder for bugs or malicious code to go unnoticed.

Linux also includes some security features such as a built-in firewall, a strict permission model, and the ability to isolate applications and processes from one another. Tools such as Docker take the isolation concept even further by allowing you to run applications in containers. Each container is separated from the rest of the system, reducing the risk of one compromised service affecting others or the entire system.

Even though Linux is secure by design, I don’t want to lull you into a false sense of security. No system is completely immune to threats, and even the best security features won’t protect you if they’re misused or not used at all. Security isn’t something you set up once and forget. It’s an ongoing process that requires awareness, regular updates, and vigilance. Linux is a great starting point for security, but the ultimate responsibility of security lies with you.

Extensive Software Availability and Support

There are easily thousands of free and open-source software applications and services that are specifically designed to run on Linux. If you’re looking to replace popular cloud-based services or Software as a Service (SaaS) applications with self-hosted alternatives, you’ll most likely find alternatives that not only run on Linux, but are optimized for Linux. For most of those applications, you’ll find active and knowledgeable communities to help you deploy, troubleshoot, and get the most out of the software you choose to install.

Simplifying Self-Hosting with Docker

Docker has also emerged as one of the most popular methods for deploying self-hosted software on Linux. With Docker, applications can be packaged alongside their dependencies into portable containers, ensuring the software runs consistently across different environments. This means you don’t have to worry about version mismatches, missing libraries, or configuration headaches. It’s all bundled into the container. This allows you to install and maintain services with greater ease.

Choosing a Linux Distribution for Self-Hosting

One of the best things about Linux being open source is that anyone or any company can create their own Linux distribution—and indeed, many have! With over 1,000 different distributions available, choosing the right one can feel overwhelming if you’re new to Linux.

It’s fairly easy to narrow our choices, as fewer than 300 Linux distributions are actively maintained. In practice, only a small handful of distros are both widely used and highly recommended. When it comes to self-hosting, though, the main consideration should be whether a distribution is officially supported by Docker, because Docker is one of the most common methods for distributing self-hosted software. Therefore, picking a Docker-supported distro is the logical way to go.

Distributions Officially Supported by Docker

At the time of this recording, Docker officially supports:

	CentOS
	Debian
	Fedora
	Raspberry Pi OS
	Red Hat Enterprise Linux (RHEL)
	SUSE Linux Enterprise Server (SLES)
	Ubuntu


Even though those are the officially supported distros, it’s often possible to run docker on other Linux distros. For example, if a distribution is based off of Ubuntu, it typically means that docker will run without issues on that distro. However, if you do run into problems, there is going to be less support for you than if you were using an officially supported distro.

Why Ubuntu Is a Good Choice for Self-Hosting

Out of these officially supported distros, I recommend using Ubuntu due to its combination of stability, ease of use, and extensive community support. Additionally, Ubuntu has LTS, or Long Term Support releases, that are published every two years in April.

Long Term Support (LTS) Releases of Ubuntu

These LTS versions of Ubuntu provide five years of updates and security patches. For example, the version of Ubuntu that was released in April of 2024 is called Ubuntu 24.04 LTS. As you might have guessed, 24.04 is derived from the last two digits of the release year, 24 in this case, and 04 represents the fourth month of the year, April. Ubuntu 24.04 LTS will receive updates and security patches until April 2029. Likewise, the Ubuntu LTS release for April 2026 is called Ubuntu 26.04 LTS and will be supported until April of 2031.

That said, Ubuntu releases a new version of their distro every 6 months. However, non LTS versions are only supported for 9 months. So, if you want a system that’s stable and requires less frequent maintenance, sticking to the LTS versions is the way to go. Non-LTS releases are great for testing new features or using the latest software, but they aren’t ideal for self-hosting, where stability and long-term reliability are ideal.

Documentation and Community Support

Ubuntu has one of the most active Linux communities online, with extensive documentation and plenty of forums for support. Many guides, tutorials, and Docker-related resources are written specifically with Ubuntu in mind, making it an excellent choice for self-hosting.

Not only is Ubuntu a favorite among self-hosters, it’s also widely used by countless businesses to run their critical services and applications. These businesses pay for commercial support to Canonical, the company behind Ubuntu. Thanks to its widespread use in both personal and professional environments, Ubuntu is set to remain a dominant Linux distribution for the foreseeable future.

Windows Subsystem for Linux (WSL) Support

Another reason Ubuntu is a good choice for self-hosting is because it’s the default Linux distribution for Windows Subsystem for Linux (WSL). This means it will be very easy to install and use Ubuntu on Windows. If you want to keep your existing Windows installation but also want the benefits and experience of using Linux, you can have the best of both worlds with Ubuntu and WSL.

Bare Metal vs. Virtual Machine (VM) Setups

When it comes to self-hosting services or applications on your own hardware, you have two main options for deploying Linux: on bare metal or within a virtual machine (VM).

Linux on Bare Metal

Installing Linux on “bare metal” means installing the Linux operating system directly onto a physical machine without any virtualization or intermediary layers. In simpler terms, it’s putting Linux on the actual hardware of your computer or server, where it runs as the primary operating system.

The main advantage of running Linux directly on hardware is performance. Since Linux runs directly on the hardware without a virtualization layer or another operating system in between, it has full and unrestricted access to the system’s CPU, memory, storage, and other hardware resources. This direct access ensures that there’s no overhead from emulation or resource sharing, resulting in faster performance and better efficiency.

Another advantage of running Linux on bare metal is improved stability and reliability. A bare-metal setup eliminates the complexity of additional layers. With fewer moving parts, there’s less that can go wrong.

Linux in a Virtual Machine (VM)

Installing Linux in a virtual machine (VM) means running Linux inside a software-based emulation of a physical computer. In this setup, Linux runs as a “guest” operating system alongside, or inside, the “host” operating system, such as Windows or macOS.

One major advantage of running Linux in a VM is convenience. With a VM, you can run Linux alongside your existing operating system without having to replace it with Linux. This gives you the ability to test out Linux without sacrificing your current environment. This is particularly useful if you’re new to Linux and want to learn or experiment with it without disrupting your current setup.

As I already mentioned, running Linux in a virtual machine means that it shares hardware resources with the host system and adds an additional layer of complexity. That said, a VM is still a great choice for self-hosting.

Making the Decision Between Bare Metal and Virtual Machines

If you’re not sure if you should run Linux directly on hardware or run it in a virtual machine, use this simple decision tree to make your choice.

[image: ]

Long story, short, if you have an extra computer or dedicated hardware for Linux, decide whether you need to run another operating system alongside it. If you do, install Linux in a virtual machine. If not, install Linux on bare metal.

If you don’t have extra hardware, consider your budget. If you can afford a dedicated Linux machine, install Linux on bare metal. If you can’t, install Linux in a virtual machine.

At the end of the day, you can’t go wrong with either choice.

Summary

In this chapter, you learned that while Linux is technically a kernel, the term is often used to refer to a Linux distribution, which is an entire operating system.

You also learned that Linux is great choice for self-hosting given that it’s free, open-source, and stable.

Next you learned that many self-hosted applications can run in Docker containers. Docker ensures that each application runs in its own isolated environment, meaning you don’t have to worry about missing libraries or software versions interfering with one another.

From there you learned why I recommend the LTS version of Ubuntu. It’s officially supported by Docker, has a strong community, and receives five years of updates, making it a great choice for self-hosting.

Finally, you learned that you can run Linux directly on hardware, called a bare-metal installation, or inside a virtual machine.

Next Steps

Once you’ve made your decision on how you are going to run Linux, go to the chapter that matches your choice.

For example, if you have decided to run Linux in a virtual machine on your existing Windows install, go to the chapter titled Installing Ubuntu on Windows Using WSL.

If you’re on a Mac and want to run Linux in a virtual machine there, go to the chapter titled Installing Ubuntu on macOS.

Finally, if you’ve decided to dedicate an entire computer for your Linux installation, go the the chapter titled Installing Ubuntu on Bare Metal.

Quiz

1: What is a Linux distribution (distro)?

	A Linux-based programming language
	A Linux kernel with additional software, creating a complete operating system
	A type of Linux-compatible hardware
	A security feature of Linux


2: Why is Linux a popular choice for self-hosting?

	It is open-source and free
	It is stable and reliable
	It has strong security features
	All of the above


3: How does the open-source nature of Linux contribute to its security?

	Only a single company can review and update the code
	The source code is secret and proprietary
	Anyone can inspect, identify, and fix vulnerabilities quickly
	It prevents any updates from being made to the system


4: What is Docker?

	A Linux distribution
	A software tool for packaging applications into containers
	A type of virtual machine
	A built-in Linux firewall


5: Why is Ubuntu a good choice for self-hosting?

	It has LTS (Long Term Support) versions with five years of updates
	It is officially supported by Docker
	It has extensive community support and documentation
	All of the above


6: What does “LTS” stand for in Ubuntu releases?

	Linux Technical Support
	Long Term Stability
	Long Term Support
	Linux Trusted System


7: What does it mean to install Linux on “bare metal?”

	Installing Linux in a virtual machine within another operating system.
	Installing Linux directly onto a computer’s hardware.
	Installing Linux on a cloud-based server.
	Installing Linux on an external USB drive for portable use.


8: What is a major advantage of running Linux in a virtual machine (VM)?

	It eliminates the need for a host operating system
	It allows Linux to run alongside another OS without replacing it
	It improves performance compared to bare metal installations
	It prevents the need for security updates


9: Which of the following is a key factor when deciding between bare metal and virtual machine installations?

	Whether you need to run another operating system alongside Linux
	The type of firewall installed on Linux
	The number of Linux distributions available
	The version of Ubuntu being used


Quiz Answers

1: B) A Linux kernel with additional software, creating a complete operating system

Explanation: A Linux distribution consists of the Linux kernel and a curated collection of software, forming a complete operating system that users can install and use.

2: D) All of the above

Explanation: Linux is widely used for self-hosting because it is free, stable, reliable, and has strong security features, making it a cost-effective and dependable solution.

3: C) Anyone can inspect, identify, and fix vulnerabilities quickly

Explanation: Because Linux is open-source, its code is publicly available, allowing developers and security experts worldwide to find and fix vulnerabilities, enhancing overall security.

4: B) A software tool for packaging applications into containers

Explanation: Docker is a popular tool for self-hosting that allows applications to be packaged with their dependencies into portable containers, ensuring consistency across different environments.

5: D) All of the above

Explanation: Ubuntu is widely used for self-hosting because of its LTS versions, official Docker support, and strong community resources, making it stable and user-friendly.

6: C) Long Term Support

Explanation: Ubuntu LTS stands for “Long Term Support” and the LTS releases provide five years of updates and security patches, ensuring long-term stability and reducing the need for frequent maintenance.

7: B) Installing Linux directly onto a computer’s hardware.

Explanation: Installing Linux on bare metal means running it directly on physical hardware without virtualization, leading to better performance and stability.

8: B) It allows Linux to run alongside another OS without replacing it

Explanation: A VM enables users to run Linux within their existing OS, making it ideal for testing or self-hosting without replacing their main operating system.

9: A) Whether you need to run another operating system alongside Linux

Explanation: If you need to run another OS alongside Linux, a VM is a better choice. If not, a bare-metal installation is preferable for performance and stability.


Installing Ubuntu on Windows Using WSL

Introduction

In this chapter, you’ll learn how to install Ubuntu on Windows using Windows Subsystem for Linux (WSL). Additionally, you’ll learn how to make sure Linux starts when Windows is booted.

What is Windows Subsystem for Linux (WSL)?

Windows Subsystem for Linux, or WSL for short, is a built-in feature of Windows that allows you to run a Linux environment directly on your Windows system. This allows you to easily use both operating systems at the same time.

Prerequisites for Installing WSL

In order to install WSL, you need to be running Windows 10 version 2004 or higher. In this chapter I’ll be demonstrating the steps on Windows 11, but it’s the same for Windows 10 as well.

You’ll also need to have virtualization enabled in your computer’s BIOS settings. You can quickly test this using the task manager. First, right click on the taskbar, then click on “Task Manager.” Next, click on the sidebar menu. Some people call this the Hamburger Menu or Hamburger Button. Now, click on “Performance.” Near the bottom right of the screen, you’ll see the word “Virtualization” followed by either “Enabled” or “not capable.” If you see enabled, you’re ready to install WSL. If you see anything else, such as “Disabled” or “not capable,” you will need to boot your computer into the BIOS and enable virtualization. Exactly how to do this varies from manufacturer to manufacturer, so you might have to look up the documentation for your specific computer.

Installing WSL and Ubuntu on Windows 11

Now we’re ready to install WSL. First, open up a Windows Terminal as an Administrator. To do that, search for “terminal”. When you see the Windows Terminal application appear, right-click on it and then click on “Run as administrator.” If you see a prompt, click on yes. You might also be prompted for your password at this point. If so, enter it.

Once the terminal opens, enter “wsl –install” and press “Enter.”

wsl --install

This command installs WSL as well as Ubuntu. If you are prompted during the installation, click on “yes” or “allow”. Once the installation is complete, restart your computer. Click on the Windows button, then click on the power button icon and finally click on “Restart.”

Once your computer has rebooted, launch Ubuntu from the start menu. You can do that by clicking in the search bar and then start to type “Ubuntu.” Once you see it, click it to launch it. The first time you run Ubuntu, it will take a few moments to set up.

When you’re prompted, enter a username and password. Keep in mind that this username and password combination is for Ubuntu and has nothing to do with your Windows username and password. I’m going to recommend using the username of “osadmin” and the password of “Self-Hosted!”. This is the Linux username and password combination I’ll be using throughout the book, so if you want to follow along with me exactly, use this username and password combination. If you decide on using a different username and password, be sure to remember it or save it in your favorite password manager.

Setting the Linux Hostname to “dockerhost”

By default, the Linux hostname is set to the same hostname as the Windows host. This could get a bit confusing later in the book, so let’s change the hostname of this Linux installation to be “dockerhost”. This name tells us what this Linux system is primarily used for.

To set the Linux hostname when using WSL, we have to edit the /etc/wsl.conf file. To do that type in “sudo nano /etc/wsl.conf”. You’ll be prompted for the Linux password, which is “Self-Hosted!”.

sudo nano /etc/wsl.conf

Arrow down to the bottom of the file and append these two lines to the file:

[network]
hostname = dockerhost

To save and close the file, hold down the Control Key and type “X”. Next type “Y” and finally press “Enter.”

NOTE: The entire /etc/wsl.conf file will look like this:

[boot]
systemd=true
[network]
hostname = dockerhost

To make this change take effect, you need to restart WSL. First, close out this window. Next, open up a new terminal. Simply type “terminal” into the search bare and click it when you see it. Now type “wsl –shutdown” into the terminal:

wsl --shutdown

The next time you start Ubuntu, it should have the new hostname. Let’s do that now by typing “Ubuntu” in the search bar and clicking on it. At this point you’ll see the text “dockerhost” in the Linux command prompt.

osadmin@dockerhost:~$

Making WSL Start on Boot

By default WSL does not start automatically.

This is fine in most cases, but we are going to be running services with Linux and we want to make sure those start automatically.

Because we will be running services and applications within Linux, we need to make sure WSL, and therefore, Linux starts when Windows is booted. To do that, we’re going to create a scheduled task.

First search for “Task Scheduler” in the search bar and click on it to launch it. Next, click on the Action menu and then click on “Create Task”. Make sure to select “Create Task.” Do not select “Create Basic Task” as it doesn’t have some of the options we are going to need.

Let’s give this task the name of “Start WSL on Boot.” Make sure to select the “Run whether user is logged on or not” option. This way, WSL will start on its own, even if you haven’t logged in or aren’t around to do it manually.

Now, let’s click on the Triggers tab. We’ll create a new trigger by clicking on “New.” For “Begin the task,” select “At Startup” and finally click on “OK.”

Now, let’s move to the Actions tab. We’ll create a new action by clicking on “New.” Leave the action set to “Start a program.” In the “Program/Script” box you can either manually type “C:.exe” or browse to it. I’m going to click on “Browse.” You’re probably in the “C:” directory already, but just to be sure click on “This PC,” then “Local Disk C,” then “Windows,” and finally “System32.” There are many, many files in this directory, so I’m going to enter “wsl.exe” in the search bar. I’m going to click on “wsl” to highlight it. Avoid “wslg” and “wsl.exe.mui” or anything other than just “wsl.” Now click on “Open.”

Ensure that “C:.exe” is in the “Program/Script” box and click on “OK.”

Finally, click on “OK” to save this task. If prompted, enter your Windows username and password. Now we can close the task scheduler.

At this point, you have successfully installed Ubuntu on Windows and configured it to start on boot.


Installing Ubuntu on macOS

Introduction

In this chapter, you will learn how to install Ubuntu in a virtual machine on macOS using VMware Fusion. Additionally, you’ll learn how to make sure Linux starts when macOS is booted.

VMware Fusion

VMware Fusion is software that allows Mac users to run virtual machines. With VMware Fusion, you can run multiple operating systems at the same time, including Linux distributions such as Ubuntu.

Installing VMware Fusion on macOS

First we need to download VMware Fusion. The good news is that VMware Fusion is free to download and use. The bad news is that download process is far more complicated than I wish it was. If I ruled the world, this would be far easier than it is, but that’s not the case.

That said, I do want to make this process as easy as possible. Therefore, I created a link you can use that will take you to the VMware Fusion download page. I’ll do my best to keep that link updated, but if it doesn’t work, you can search for the download page using your favorite search engine.

So, open a web browser and visit https://www.linuxtrainingacademy.com/fusion. If you have a Broadcom account, sign in. If you do not, then click the “Login” menu button and then click “Register.”

Please understand that I do not control any website on the Internet other than LinuxTrainingAcademy.com. That means, on any given day the way this website looks or operates can change. So, I’m going to walk you through the steps as they exist at the time of this recording. If the website happens to look different, don’t worry. Just follow the broader concepts, ideas, or goals. For example, I just told you to click the “Login” menu button and then click the “Register” link. This could change at any time, but keep in mind the broader goal which is to create an account. Even if the interface changes, there will still be a way to create an account. If the process does change, then it will be up to you to figure out how to do that. I believe in you and I’m sure you’ll be able to adjust to any changes you encounter.

Now, enter your email address into the registration form. Next, enter the validation code sent to your email address. Again, this could change at any time, so just follow the instructions on the website.

The next step is to provide your information, choose a password for your account, and submit the form.

Once you have an account, revisit the download page and log in.

https://www.linuxtrainingacademy.com/fusion

When prompted, enter your username and password.

At this point, you should be on a page for VMware Fusion. Download the latest version of VMware Fusion. At the time of this recording that version is 13, so I’ll click on “VMware Fusion 13,” then click on the latest version in the list.

If asked, agree to the “Terms and Conditions.” Next, click the download button.

Currently, there is a prompt that states: “Prior to downloading this file, additional verification is required. Proceed?” Click yes to continue.

Now, fill out any additional information and submit the form.

Finally, you should be brought back to a screen where you can again click the download icon. Save this file to your local system.

Again, I want to apologize for how convoluted this process is, but I just do not have any control over it. If it were up to me, this would be a lot easier, but it isn’t. Again, VMware Fusion is the right tool for our goals, but sadly it’s a bit painful to get that software.

Now that the pain of downloading VMware Fusion is over, let’s install it. Open the “.dmg” file you just downloaded by navigating to it in the finder and double-clicking it.

Next, double-click on the VMware Fusion icon to install it. If you’re prompted to confirm that you want to open this application, click on “Open.” Next, if you’re asked to enter in your password, do so.

At this point the VMware Fusion installation process will begin. Once completed, you’ll need to agree to the terms and conditions. At this point you are at the main VMware Fusion program screen that allows you to install a virtual machine. We’ll get back to this screen in just a minute. But first, we need to download Ubuntu.

Installing Ubuntu (ARM Version for Apple Silicon)

At this point, we need to download the installation media for Ubuntu. To do that, visit https://ubuntu.com/download/server/arm. Agree to the annoying GDPR pop-up to view the actual website. Next, click on the current LTS version of Ubuntu. At the time of this recording that version is “24.04 LTS”. Perhaps when you are watching this, the current version is 26.04 LTS. In any case, download the LTS version, also known as the long-term support version. The file you download will be an ISO file (a file ending in “.iso”). This ISO file is like a digital version of a CD or DVD that contains all the files needed to install Ubuntu. We’ll use this file in VMware Fusion to boot up the virtual machine and start the installation process.

If you happen to see a pop-up asking you to confirm your download, click Allow, as you do want to download Ubuntu.

Open the VMware Fusion application by clicking on it in the dock, searching for it in Spotlight, or by double-clicking it in the Applications folder in the Finder.

Click the plus “+” menu bar item to create a new virtual machine.

Next, click on “Install from disk or CD image.” Click “Continue.” If at any time you are asked to click “Allow,” do so.

Click “Use another disc or disc image.” Navigate to where you downloaded the “ubuntu-24.04.01-live-server-arm64.iso” file, click it to highlight it, and finally click on “Open.”

Next, click the “Continue” button. From there, click the “Finish” button.

You can accept the default name to save this virtual machine as, or you can optionally enter “dockerhost” and then click “Save.” I’m going to save this VM as “dockerhost” as that is the role this VM will play in our self-hosted setup.

At this point you may see a pop-up that reads: “You are running this VM with side channel mitigations enabled.” This is simply an informational message that lets you know that certain security features designed to protect against side-channel attacks are active. In short, VMware Fusion will apply extra security measures to your virtual machine to prevent attackers from exploiting tiny clues in the system’s behavior. However, it’s important to note that side-channel attacks are a low-probability threat for users, especially if you’re running a VM on your personal Mac. So, you can safely ignore this message by clicking the checkbox next to “Never show this dialog again” and then click “Ok.”

At this point, the virtual machine powers on and you’ll see a boot screen where you can simply wait to be booted into the installer or type “Enter” to speed up the process by a couple of seconds.

Ubuntu OS Installation

Now, you’ll need to select your language. You can do that by using the up and down arrow keys. Once you’ve highlighted your language, press “Enter.” I’m a native English speaker, so I am going to make sure that “English” is highlighted and press “Enter.”

Next, choose the default option which will be “Continue without updating” and type “Enter.”

From this menu, you can select your keyboard layout by using the arrow keys to move to the Layout and the Variant. When you have one of those highlighted, type “Enter”, then use your arrow keys to select the appropriate option for you and type “Enter.” Once you’ve selected your keyboard, arrow down to highlight “Done.” Luckily for me, I’m using an English (US) keyboard layout and an English (US) keyboard variant, so I’ll simply type “Enter”.

Now you need to select the type of installation. My recommendation is to select the default installation type of “Ubuntu Server” and type “Enter.”

On the “Network Configuration” screen, accept the default by typing “Enter.”

On the “Proxy Configuration” screen, accept the default by typing “Enter.”

On the “Ubuntu archive mirror configuration” screen, wait a few seconds to let Ubuntu perform a check to make sure that it can access its software repository. Once the check is complete, accept the defaults by typing “Enter.”

On the “Guided storage configuration” screen, accept the defaults by arrowing down until “Done” is highlighted. Once “Done” is highlighted, press “Enter” to continue.

On the “storage configuration” screen, hit “Enter” to accept the defaults and continue.

You’ll be given a warning saying that the installation will result in the loss of data on the selected disk. Do not be alarmed or worried at this point. The disk it’s talking about is the virtual disk that the virtual machine can see. Your real, physical hard disk where macOS is installed and running on will be safe. So, arrow down to highlight “Continue” and press “Enter.”

At this point you are brought to the Profile Configuration screen. In the “Your name” field, I recommend using “osadmin”. Once you’ve typed “osadmin,” press the down arrow key or “Tab” key to go to next field which is “Your servers name”. Here, I recommend using “dockerhost” as this name tells us what this Linux system is primarily used for. Also, this is the hostname I’ll be using for my Linux installation throughout the book, so to reduce confusion and allow you to follow along with me more closely, I recommend naming your Linux system “dockerhost” too.

Now, down arrow to the next field of “Pick a username.” Here, enter “osadmin”.

Press the down arrow key to bring you to the “Choose a password” field. I recommend using the password of “Self-Hosted!” as the password.

Now, arrow down to the next field of “Confirm your password.” Now enter “Self-Hosted!”

By the way, this is the Linux username and password combination I’ll be using throughout the book, so if you want to follow along with me exactly, use this username and password combination. If you decide on using a different username and password, be sure to remember it or save it in your favorite password manager.

Finally, arrow down one more time to highlight “Done” and hit “Enter.”

On the “Upgrade to Ubuntu Pro” screen, simply type “Enter” to continue.

Now on the “SSH Configuration” screen, arrow down to “done” and type “Enter.”

On the “Featured Server Snaps” screen, type “Tab” to highlight “Done” and hit “Enter.”

Now you will be brought to the “Updating System” screen. At this point, you need to be patient.

Once the installation process has finished and you see a message at the top of your screen stating “Installation complete,” type “Tab” two times to highlight “Reboot Now” and hit “Enter.”

You’ll see a message about removing the installation media. VMware Fusion will actually eject the virtual CD for you. So, wait a couple of seconds and press “Enter” to continue rebooting. After a few seconds you’ll be booted into your Ubuntu system.

You’ll be presented with a login prompt. Go ahead and type in your username of “osadmin” followed by “Enter.” Now type the password which is “Self-Hosted!” and hit “Enter.”

At this point you’re logged into your newly installed system. We still have some other things we need to do, but they can all be done outside of the Linux VM. So, for now, let’s power off our Ubuntu installation by typing “sudo shutdown now” and hitting “Enter.”

sudo shtudown now

By the way, sudo stands for “super user do.” In Linux, the super user is the administrator user or the all powerful user on the system that can perform any action. By prefixing a command with sudo, you’re telling the system to execute that command with super user (or administrator) privileges. For example, you need super user privileges to install software, edit system-wide configuration files, and to power off the system.

In this case, we are running the “shutdown” command as the super user with the argument of “now”, which is when we want to shutdown the system. If this seems a bit confusing at this point, don’t worry, just know that to power off a Linux system run “sudo shutdown now”.

When prompted for a password, enter the password for your account, which in this case is “Self-Hosted!”. Now the virtual machine as been powered off. You can close out of this window by clicking the red dot in the top-left corner.

Configuring the Ubuntu Virtual Machine to Autostart

At this point you could consider this task complete, but I would like to take it further. Ideally, when your Mac is powered on, Linux will also start. We want this to happen because we are going to be running services and applications on the Linux virtual machine. The big picture idea is that when macOS boots, it starts VMware Fusion, and VMware Fusion starts Ubuntu, and Ubuntu starts the self-hosted services.

So, at this point we want to make sure Ubuntu starts when VMware Fusion starts. To do that, right click on “dockerhost” in the VMware Fusion Library window, highlight “Settings” and click on it.

Next, click on “General.” Click in the checkbox next to “Start automatically when VMware Fusion launches.” Now, click the red dot in the upper-left corner of the window to close the settings for the virtual machine. Now, whenever VMware Fusion starts, Ubuntu will also start.

The next step is to make sure VMware Fusion starts when we log into our Mac system. To do that, open System Settings by clicking on the Apple menu and then clicking on “System Settings.”

Next, click on “General.” Next, click on “Login Items & Extensions.” In the “Open at Login” section, click the “+” (plus) icon. When the file browser appears, click on “Applications” in the left-hand pane. Scroll down until you see “VMware Fusion.” Click on it to highlight it. Then click on the “Open” button.

Now, when you log into the system, VMware Fusion will start and it will then start the Ubuntu Linux virtual machine.

The final step is to configure your macOS user to automatically log in on power-on. What this means is that your computer will bypass the login screen and go straight to your desktop after powering on. Ultimately, this means that anyone with physical access to your Mac can gain full access to your system and its data without needing a password.

This will not be a problem if you will be using a Mac system that is located in your home. However, if your Mac is in a shared space such an open office, coworking space, or any other location where others have physical access to it, this is a significant security risk.

Enabling automatic logins does come with a trade-off that you should consider. While it’s convenient, especially if you want your self-hosted services to start running immediately after a power cycle, it does remove an important layer of security from your system.

With that warning out of the way, here’s how to configure automatic logins on Mac. First, open System Settings by clicking on the Apple menu and then clicking on “System Settings.” From there, find “Users & Groups” and click on that text.

On the “Users & Groups” screen, you’ll see text that reads: “Automatically log in as” with a drop-down that will read “Off.” If you see a message that states “Automatic login can’t be turned on because FileVault is enabled,” you’ll need to disable FileVault.

FileVault is Apple’s built-in disk encryption feature. When it’s enabled, your Mac requires a password to decrypt and access the data every time it starts up. The prevents someone that has physical access to your Mac from accessing your files without the correct password, even if they remove the hard drive and try to read it from another device. With FileVault disabled, you lose this protection.

If you decide to continue, then click on “Privacy & Security” in the left pane, then scroll down and click on “FileVault.” Next, click “Turn off.” When prompted, enter your password. You’ll be asked to confirm if you want to turn off FileVault. Click on “Turn Off Encryption.” Now, the disk decryption will begin, which can take some time depending on the size of the disk.

Once that decryption process is complete, go back to System Settings and click on “Users & Groups.” Now you can select your username in the drop-down menu next to the “Automatically log in as” text. When prompted, enter your password.

Now when you’re computer gets rebooted or powered on, you will be automatically logged in, VMware Fusion will start, and so will Ubuntu. You can test that it works by rebooting your mac.


How to SSH into the Linux Docker Host from macOS for Seamless Copying and Pasting

Intended Audience

This chapter is for macOS users who installed Linux in a VMware Fusion virtual machine. If you are running Linux using WSL on Windows, skip this chapter.

Introduction

During this book, you are going to be copying and pasting configuration file contents. If you’re running Ubuntu in a virtual machine using VMware Fusion on macOS, you can’t copy and paste commands into the VM’s console. That makes following along with the book much harder than it needs to be.

In this chapter, you’ll learn how to copy text from your Mac and paste it into your Linux Docker host by enabling SSH access to your virtual machine. Once SSH is configured, you’ll be able to use the macOS Terminal app to connect to your VM, copy and paste commands, and even personalize the Terminal’s appearance.

Why Use SSH?

Accessing your Linux host via SSH gives you:

	Full keyboard support, including copy and paste functionality.
	A much more comfortable interface with adjustable fonts and colors.
	The ability to run commands from your Mac Terminal app instead of typing everything manually in the VM console.


Step 1: Install the SSH Server on Ubuntu

Start VMware Fusion (if it’s not already running), and log in to your Linux Docker host with the username “osadmin” and the password “Self-Hosted!”.

Once logged in, install the SSH server by running these commands:

sudo apt update
sudo apt install -y openssh-server

Step 2: Get the IP Address of Your VM

Next, determine your VM’s IP address so you know where to connect.

Run this command in the VM:

ip a

Look for the entry labeled “inet” under your second network interface (usually something like ens33 or eth0). The IP address typically starts with 172. For example:

inet 172.16.153.128/24 # Line continues...

Use the text after “inet” and before the “/”. In this example, the IP address of the Linux Docker host is 172.16.153.128.

Step 3: Connect from the macOS Terminal

Next, open the Terminal application on your Mac by going to Applications → Utilities → Terminal in the Finder. Alternatively, use Spotlight by pressing Command + Space Bar, type “Terminal” and press Enter.

Connect to your VM using your IP address with the following command. Replace 172.16.153.128 with your VM’s actual IP address.

ssh osadmin@172.16.153.128

Once connected, you’ll be logged into your Ubuntu VM through your Mac’s Terminal. You can now copy and paste between macOS and Linux using the standard macOS shortcuts: Command-C (⌘-C) to copy and Command-V (⌘-V) to paste.

Optional: Customize the Terminal Application

To customize the Terminal to your liking on a Mac, you can access the Terminal application’s settings from the top menu bar. Click “Terminal” then “Settings…”. Next, click on the Profiles tab. Here, you’ll see different styles or profiles you can choose from. Once you selected a profile, you can further customize it by changing the font, font size, colors, and cursor style on the “Text” tab. You can change the default window size on the “Windows” tab. There are other settings, but those are the ones you will most likely adjust.

Once you’ve selected and customized a profile you like, you can make it the default by selecting it and clicking the “Default” button at the bottom of the window. This profile will then be used every time you open a new Terminal window.

Summary

That brings us to the end of this chapter where you learned how to work around VMware Fusion’s copy/paste limitation by connecting to your Linux Docker host over SSH using the macOS Terminal application.


Installing Ubuntu on Bare Metal (Hardware)

Introduction

In this chapter, you will learn how to install Ubuntu directly onto a physical machine, also known as a “bare metal” installation. Unlike virtual machines or WSL, a bare-metal installation gives Ubuntu full and direct access to the system’s hardware, providing better performance and stability.

Download Ubuntu 24.04 LTS ISO

First, we need to download the installation media for Ubuntu. To do that, visit https://ubuntu.com/download/server. Click on the current LTS version of Ubuntu. At the time of this recording that version is “24.04 LTS”. Perhaps when you are watching this, the current version is 26.04 LTS. In any case, download the LTS version, also known as the long-term support version. The file you download will be an ISO file (a file ending in “.iso”). This ISO file is like a digital version of a CD or DVD that contains all the files needed to install Ubuntu.

Create a Bootable USB Drive Using balenaEtcher

Next, we’re going to create a bootable USB flash drive using the Ubuntu ISO. First, you need a USB flash drive, also known as a thumb drive or memory stick. It needs to have 8GB or more of storage space. Insert the flash drive into your computer. If you have anything on this USB drive you wish to save, now is the time to do it, because all the data will be erased and overwritten during this process.

Now, we’re going to need a piece of software called balenaEtcher. So, visit https://etcher.balena.io/ and go to the download section. ### balenaEtcher Installation for Windows

If you’re on a Windows system, download the “Etcher for Windows” installer. Once the file is downloaded, open it and it will display the main application window. ### balenaEtcher Installation for macOS

If you’re on an older Mac system with an Intel processor, download “Etcher for macOS”. If you’re on a more recent Mac system that has an Apple Silicon processor such as an M1, M2, M3, M4, and so on, download “Etcher for macOS (arm64)”. Open the dmg file, and drag the the balenaEtcher application to the Applications folder. Now, launch the application by navigating to it in the Finder or by searching for it in Spotlight.

balenaEtcher Installation, Continued

The application looks the same whether you are running it on macOS or Windows. At this point, click “Flash from file.” Navigate to where you downloaded the Ubuntu ISO, which will most likely be in your Downloads folder. Highlight the ISO and click “Open.”

Your USB drive will most likely be automatically detected and selected. However, if it’s not, or you have multiple USB drives attached to your system, click “Select Target” and then click the checkbox by the correct USB flash drive.

Finally, click “Flash”. By the way, this will erase all the data on the USB drive. If you get any pop-ops click “Yes,” “Ok,” or “Allow” to proceed. At this point you’ll need to wait a few minutes while the contents of the ISO file are written to the USB drive. Once it’s complete, exit the balenaEtcher application.

Now, physically remove the USB drive from your system and insert it into the machine you want to install Linux on. Restart, or power on, that system. If it boots and you see a menu that contains the text “Ubuntu,” then you’re ready to start the installation process. However, if you don’t see that screen, then power cycle the system and start pressing the boot menu key. This key varies by manufacturer but it’s usually Esc, F12, Delete, F2, F8, or F9. I know that’s a lot of choices, but the most common ones are Esc and F12. Anyway, press the boot menu key for your hardware and choose the USB flash drive from the menu. If that doesn’t work, then you’ll have to enter your system’s BIOS settings by pressing the appropriate key during power on. Again, they are similar to the boot menu keys and will most likely be one of Esc, F12, F2, or Delete. In your BIOS, find the Boot Order or Boot Menu and set the USB drive as the primary or first boot device. Save the changes to the BIOS and restart your system.

Installing Ubuntu on Bare Metal

Now that your system is booting from the USB drive you’ll see a boot screen where you can simply wait to be booted into the installer or type “Enter” to speed up the process by a couple of seconds.

Now, you’ll need to select your language. You can do that by using the up and down arrow keys. Once you’ve highlighted your language, press “Enter.” I’m a native English speaker, so I am going to make sure that “English” is highlighted and press “Enter.”

Next, choose the default option which will be “Continue without updating” and type “Enter.”

From this menu, you can select your keyboard layout by using the arrow keys to move to the Layout and the Variant. When you have one of those highlighted, type “Enter”, then use your arrow keys to select the appropriate option for you and type “Enter.” Once you’ve selected your keyboard, arrow down to highlight “Done.” Luckily for me, I’m using an English (US) keyboard layout and an English (US) keyboard variant, so I’ll simply type “Enter”.

Now you need to select the type of installation. My recommendation is to select the default installation type of “Ubuntu Server” and type “Enter.”

On the “Network Configuration” screen, accept the default by typing “Enter.”

On the “Proxy Configuration” screen, accept the default by typing “Enter.”

On the “Ubuntu archive mirror configuration” screen, wait a few seconds to let Ubuntu perform a check to make sure that it can access its software repository. Once the check is complete, accept the defaults by typing “Enter.”

On the “Guided storage configuration” screen, accept the defaults by arrowing down until “Done” is highlighted. Once “Done” is highlighted, press “Enter” to continue.

On the “storage configuration” screen, hit “Enter” to accept the defaults and continue.

You’ll be given a warning saying that the installation will result in the loss of data on the selected disk. Arrow down to highlight “Continue” and press “Enter.”

At this point you are brought to the Profile Configuration screen. In the “Your name” field, I recommend using “osadmin”. Once you’ve typed “osadmin,” press the down arrow key or “Tab” key to go to next field which is “Your servers name”. Here, I recommend using “dockerhost” as this name tells us what this Linux system is primarily used for. Also, this is the hostname I’ll be using for my Linux installation throughout the book, so to reduce confusion and allow you to follow along with me more closely, I recommend naming your Linux system “dockerhost” too.

Now, down arrow to the next field of “Pick a username.” Here, enter “osadmin”.

Press the down arrow key to bring you to the “Choose a password” field. I recommend using the password of “Self-Hosted!” as the password.

Now, arrow down to the next field of “Confirm your password.” Now enter “Self-Hosted!”

By the way, this is the Linux username and password combination I’ll be using throughout the book, so if you want to follow along with me exactly, use this username and password combination. If you decide on using a different username and password, be sure to remember it or save it in your favorite password manager.

Finally, arrow down one more time to highlight “Done” and hit “Enter.”

On the “Upgrade to Ubuntu Pro” screen, simply type “Enter” to continue.

Now on the “SSH Configuration” screen, arrow down to “done” and type “Enter.”

On the “Featured Server Snaps” screen, type “Tab” to highlight “Done” and hit “Enter.”

Now you will be brought to the “Updating System” screen. At this point, you need to be patient.

Once the installation process has finished and you see a message at the top of your screen stating “Installation complete,” type “Tab” two times to highlight “Reboot Now” and hit “Enter.”

You’ll see a message about removing the installation media. At this point, physically remove the USB drive and press “Enter” to continue rebooting. After a few seconds you’ll be booted into your Ubuntu system and presented with a login prompt.

If you want to, type in your username of “osadmin” followed by “Enter.” Now type the password which is “Self-Hosted!” and hit “Enter.”

At this point you’re logged into your newly installed system. If you have some experience with Linux, feel free to explore your new system. When you’re done, log off by typing “exit” and pressing “Enter.”


Using Tailscale for Secure Networking

Introduction

In this chapter, you’ll learn what Tailscale is, how it works, and why it’s a great choice for securely accessing your self-hosted services and applications.

A Quick Warning: Technical Details Ahead

Before we get into this chapter, I do want to give you a bit of a warning as you’re about to learn several technical details that go beyond what you actually need to know in order to use Tailscale.

If you’re a “details matter, and I want to know exactly how this works before I use it” type of person, stick around as this this chapter is for you.

On the other hand, if you’re a “just tell me what to install and let me get on with it” type of person, skip ahead to the next chapter, where I’ll walk you through installing and configuring Tailscale step by step. But before you go, just know that Tailscale is the easiest, most secure way to access your self-hosted services from anywhere without exposing them to the internet or dealing with complex networking configurations.

At this point you should have a good idea of whether you want to continue or move on to the next chapter. Make your choice.

Ok, if you’re still here with me, that means you’re ready to dig into the details of how Tailscale works. Let’s get started!

What Tailscale Does

At its core, Tailscale creates a secure, private network that connects your devices, no matter where they are. Whether it’s your laptop, server, or phone, they communicate as if they’re on the same network, even if they’re on different networks or thousands of miles apart.

High-Level Overview of Tailscale

Tailscale is like a private, secure network that follows you wherever you go. It makes remote access as simple as if all your devices were sitting in the same room. Whether you’re connecting to a server in your home lab or a remote VPS, Tailscale handles the networking complexity for you.

Unlike traditional VPNs, which require setting up VPN servers, firewall rules, and routing tables, Tailscale works with just a simple install and login. No special networking knowledge is required. Once Tailscale is installed, your devices automatically find each other and securely connect.

What Tailscale Is

Technically, Tailscale creates a peer-to-peer mesh Virtual Private Network (VPN) that ensures all communication between your devices is encrypted and protected from outsiders. Unlike traditional VPNs that rely on a central server to route traffic, Tailscale allows your devices to establish direct, end-to-end encrypted connections whenever possible.

Long story short, this means you can send data over the public Internet without the fear of someone else seeing your sensitive data. Even if someone were to capture your network traffic, they would only see encrypted data which is practically impossible to decipher. It would simply show up as seemingly random gibberish.

By the way, Tailscale calls this peer-to-peer mesh Virtual Private Network a “tailnet.” You can think of a “tailnet” as one of these Tailscale Networks. (tailnet = Tailscale network.)

Let’s back up and break down what a “peer-to-peer mesh Virtual Private Network (VPN)” is. Let’s start with the VPN, or Virtual Private network portion.

What a VPN Is

A VPN is a technology that creates a secure, encrypted connection over the internet, also called a tunnel, between a device and a remote VPN server. This tunnel ensures that all data transmitted between the device and the VPN server is protected from eavesdropping or tampering.

For example, if you connect your laptop to a VPN while using public Wi-Fi at a coffee shop, an airport, or a hotel, all of your internet traffic is securely encrypted before it leaves your device.

Even if someone is snooping on the network, they won’t be able to see what websites you’re visiting, read your emails, or intercept your login credentials. Instead, they’ll only see meaningless, encrypted data.

When a device is connected to a traditional VPN, the device first encrypts the data that will be sent to the VPN server. Next, it sends that encrypted data to the VPN server. Once the VPN server receives the encrypted data, it decrypts it and then forwards it to the intended destination such as a website, a cloud service, or a private network.

From the perspective of the destination, the request appears to be coming from the VPN server rather than the originating device. The destination sends a response back to the VPN server and the VPN server encrypts that response and sends it back to the originating device. The device decrypts the response, making it usable data.

From the perspective of the originating device, it appears as though it is directly communicating with the destination. In reality, all traffic is being routed through the VPN server.

The Network Portion of a VPN

When devices from different physical networks connect to the same VPN server, they share a secure, encrypted tunnel that makes them appear as if they are on the same network. This allows seamless communication between devices, enabling access to shared resources, internal services, or remote networks just as if they were physically connected. Businesses use this setup to provide employees with secure access to company servers, while individuals rely on it to connect to self-hosted services without exposing them to the public internet.

What a Mesh Network Is

Now that we’ve covered what a VPN is, let’s break down the mesh network part of a peer-to-peer mesh VPN like Tailscale.

A mesh network is a decentralized network where devices (also called nodes) connect directly to one another instead of routing all traffic through a central server. In a traditional VPN, every device communicates through a single VPN server, like a hub-and-spoke system, where the VPN server acts as the hub, and each device is a spoke. However, in a mesh network, devices establish direct, encrypted connections with each other whenever possible, reducing or even eliminating the need for a centralized relay server.

Tailscale’s Mesh VPN

With Tailscale’s mesh VPN, each device authenticates to the Tailscale network, also called a tailnet. Once the device is authenticated, it learns about the other devices connected to the tailnet and their private tailnet IP addresses. When one device on the tailnet needs to communicate with another device on the tailnet, they do so directly without going through a centralized VPN server if at all possible. In the rare cases where this isn’t possible, such as when the connections are blocked by firewalls, Tailscale automatically falls back to using a relay server to ensure the connection still works.

Most home and business networks use NAT, or Network Address Translation, which means devices behind your router don’t have publicly reachable IP addresses. Normally, this makes direct communication between devices difficult. Tailscale solves this using NAT traversal techniques, allowing devices to securely connect even if they’re behind different routers. However, when a direct connection isn’t possible, such as when strict firewalls block communication, Tailscale automatically routes traffic through a relay server called a DERP, or Detour Encrypted Routing Protocol, server. Even in this case, all communication remains fully encrypted end-to-end, meaning Tailscale itself cannot see or read your data. This automatic failover ensures seamless, always-on connectivity between devices on your tailnet, whether they are on the same network, different networks, or even across the globe.

Benefits of Tailscale’s Mesh VPN

Tailscale’s mesh VPN stands out from traditional VPNs by eliminating the need for a central server to route all traffic. Instead, it facilitates direct, peer-to-peer communication between devices whenever possible.

This design results in lower latency, enhanced performance, and greater reliability compared to conventional VPN solutions, making Tailscale an efficient and modern alternative.

Faster Connections with Lower Latency

Since devices can communicate directly, there’s no need to route traffic through a central VPN server. This reduces delays and improves performance, making remote access and file transfers significantly faster.

Improved Reliability and Redundancy

In a traditional VPN setup, if the central server goes down, all connections are lost. With Tailscale, the mesh network ensures continued connectivity by dynamically routing traffic through the best available path. Even if some devices go offline, others can still communicate as long as a viable route exists.

Simplified Firewall and Network Configuration

Traditional VPNs require complex firewall rules, port forwarding, and static IPs to work properly. Tailscale, on the other hand, operates without modifying firewalls or exposing services to the public internet. Devices automatically discover each other and establish secure connections without any manual configuration.

No Public IPs, No Port Forwarding, No Exposure

One of the biggest security risks with traditional self-hosting is exposing services to the public internet. To access a self-hosted service remotely, you typically need to:

	Expose a public IP address, making your server visible to the world.
	Use port forwarding, which increases the risk of brute-force attacks.
	Set up a dynamic DNS (DDNS) to keep track of changing IP addresses.


Tailscale removes the need for all of these steps by keeping your services on a private, encrypted tailnet. Each device gets a unique, private Tailscale IP, allowing secure access without opening firewall ports or exposing anything to the public.

This means there is no:

	External attack surface – Your services remain completely inaccessible to anyone outside your tailnet.
	Hassle with domain names or DDNS – Devices always connect using stable, private tailnet IPs.
	Router configuration required – Works behind firewalls and NAT without manual port forwarding.


By eliminating these risks, Tailscale makes remote access to self-hosted services safer, simpler, and more private than traditional networking solutions.

End-to-End Encryption for Maximum Security

All traffic within a Tailscale network (tailnet) is encrypted using the open-source WireGuard protocol, ensuring that even if data passes through an untrusted network, it remains secure. Unlike many centralized VPNs, Tailscale never has access to your decrypted traffic, preserving your privacy.

Easy Remote Access Without Exposing Services

With Tailscale, you can securely access self-hosted services like file servers, remote desktops, and web applications from anywhere—without needing public IPs, dynamic DNS, or complicated networking setups. Each device gets a unique, private tailnet IP address, allowing seamless and secure remote access.

Seamless Cross-Platform Support

Tailscale works on Linux, Windows, macOS, iOS, Android, and even cloud instances, making it easy to connect all your devices, whether at home, in the office, or on the go.

Automatic Handling of Restricted Networks

If a direct connection isn’t possible due to strict firewalls, Tailscale automatically falls back to using a DERP relay server. While this may add a slight delay, it ensures that your devices can always communicate, no matter the network conditions.

No Single Point of Failure

Traditional VPNs depend on a single, central server, which can become a bottleneck or point of failure. Tailscale’s distributed architecture eliminates this issue, allowing devices to connect even if some parts of the network are down.

Easy Management

One of Tailscale’s biggest advantages is how easy it is to set up and manage compared to traditional VPNs. Instead of dealing with complex networking configurations, Tailscale automates most of the heavy lifting, allowing you to focus on securely connecting your devices with minimal effort.

Also, Tailscale provides a simple web-based admin console where you can quickly see all the devices connected to your tailnet, check the connection status of your devices, rename or tag your devices for better organization, and revoke access to devices that you no longer plan to use.

Tailscale’s Exit Nodes: Secure Internet Routing

While Tailscale’s mesh VPN is great for securely connecting your devices without exposing them to the public internet, there may be times when you want to route all of your internet traffic through a trusted location, just like a traditional VPN. That’s where Tailscale’s Exit Node feature come in.

An Exit Node allows you to route all your internet traffic through a specific device on your tailnet, similar to how a traditional VPN works. This is useful if you want to browse the web securely while connected to a public network or need to make your connection appear as if it is originating from a place that it is actually not.

For example, I was trying to log into my bank while I was vacationing in a foreign country. The bank didn’t allow me to log on because it detected that my connection was coming from outside my home country. It made me feel good that that the bank was trying to prevent unauthorized access to my account, but it also meant I couldn’t log in. I set my laptop to use my home server as an exit node and was then able to access my bank account. By routing my internet traffic through my home network using Tailscale’s Exit Node feature, my connection appeared as if it were coming from my usual location.

Free vs. Paid

It’s important to point out that Tailscale is a for-profit business that provides individual users like you and me a very generous free plan.

As of this recording, the free plan for personal, individual, or non-business use allows for a single tailnet with up to 100 devices and three user accounts to manage it. With this free plan you can use all the features we talked about. These features are what Tailscale calls “core features.” For most of us self-hosters, the free plan is more than enough to accommodate our needs.

However, businesses are required to pay for Tailscale. They get all the features of personal users, plus advanced features such as “External User Sharing,” which allows temporary access to specific services on a tailnet without granting full access to the entire network. They are also granted more administrative controls and auditing features such as device usage, detailed logging, and more. Also, business customers are granted the ability to create unlimited user accounts that can manage their Tailscale networks.

How Tailscale Can Provide a Free Tier

The main reason why Tailscale can provide a free tier of service is that they offset their costs by charging small businesses a modest fee for using their service and larger businesses a relatively larger fee.

Additionally, their architecture keeps costs low. Tailscale doesn’t have to maintain an entire fleet of centralized VPN servers because the main idea behind Tailscale is to enable individual devices to connect to each other whenever possible without the need for a centralized relay server. This means that, in most cases, traffic flows directly between devices instead of being routed through infrastructure Tailscale has to pay for.

Wrapping Up

Tailscale simplifies secure networking by removing the headaches of traditional VPNs. Throughout this chapter, you’ve learned how Tailscale’s mesh VPN enables direct, encrypted connections between devices, eliminating the need for port forwarding, public IP addresses, or exposing services to the internet. You also learned how Exit Nodes provide a secure way to route internet traffic, and how Tailscale’s free plan is more than sufficient for most people who plan to self-host their own services.

Summary

In this chapter, you learned that:

	Tailscale is a modern, peer-to-peer mesh VPN that provides secure, private networking without the complexity of traditional VPNs.
	Devices connect using direct, encrypted tunnels whenever possible, avoiding the need for a central VPN server.
	A tailnet is a private network of authenticated devices, allowing seamless, secure communication between them.
	Self-hosting with Tailscale eliminates the need for public IPs, port forwarding, or exposing services to the internet, making remote access safer.
	DERP servers relay encrypted traffic only when direct connections aren’t possible, ensuring connectivity without compromising security.
	Exit Nodes allow internet traffic to be routed through a trusted device, making them useful for secure browsing and bypassing geo-restrictions.
	Tailscale’s free plan includes all the features needed for personal self-hosting, while businesses pay for advanced security, access controls, and compliance tools.


Resources

How Tailscale Works: https://tailscale.com/blog/how-tailscale-works

How Tailscale Stays Free: https://tailscale.com/blog/free-plan

Quiz

1: What does Tailscale primarily do?

	It creates public IP addresses for all connected devices
	It sets up port forwarding to allow remote access
	It creates a secure, private network connecting devices
	It installs antivirus software on your systems


2: What is a tailnet?

	A shared public IP address
	A central VPN server used by Tailscale
	A Tailscale-specific name for its peer-to-peer mesh network
	An alternative DNS service


3: What makes Tailscale different from traditional VPNs?

	It only works on Linux systems
	It requires complex firewall and port settings
	It uses a central server to route all traffic
	It allows direct encrypted connections between devices


4: What happens when Tailscale can’t create a direct connection between two devices?

	The connection is dropped
	It tries to use port forwarding
	It falls back to a DERP relay server
	It connects through your router


5: What feature of Tailscale allows you to route all internet traffic through a specific device?

	Exit Node
	VPN chaining
	Port forwarding
	DNS


6: How does Tailscale maintain security even when using relay servers?

	Relay servers verify all traffic
	Data is encrypted end-to-end using WireGuard
	Only the DERP servers can decrypt the traffic
	It doesn’t use encryption over DERP servers


7: Which of the following is eliminated when self-hosting with Tailscale, making remote access safer?

	The need for encryption
	The use of local network devices
	The installation of self-hosted applications
	The requirement for public IP addresses and port forwarding


Quiz Answers

1: C) It creates a secure, private network connecting devices

Explanation:

Tailscale creates a private, encrypted network (a tailnet) that connects your devices, allowing them to communicate securely as if on the same local network, no matter their location.

2: C) A Tailscale-specific name for its peer-to-peer mesh network

Explanation:

Tailscale refers to your secure, private network of devices as a “tailnet.” It’s their term for a mesh VPN that securely connects your authenticated devices.

3: D) It allows direct encrypted connections between devices

Explanation:

Unlike traditional VPNs that rely on a central server, Tailscale establishes direct, end-to-end encrypted connections whenever possible.

4: C) It falls back to a DERP relay server

Explanation:

When direct connections are blocked, Tailscale uses DERP (Detour Encrypted Routing Protocol) servers to relay traffic securely.

5: A) Exit Node

Explanation:

The Exit Node feature allows you to route all of your internet traffic through one trusted device on your tailnet.

6: B) Data is encrypted end-to-end using WireGuard

Explanation:

Even when traffic passes through DERP servers, it remains fully encrypted, and Tailscale cannot decrypt it.

7: D) The requirement for public IP addresses and port forwarding

Explanation:

Tailscale eliminates the need to expose services to the internet by allowing secure, private connections without using public IPs or port forwarding, reducing the attack surface and improving safety.


Installing Tailscale on Your Ubuntu Linux Docker Host

Introduction

In this chapter, you’ll learn how to install and configure Tailscale on your Ubuntu-based Docker host. Tailscale creates a secure, private mesh network that allows you to access your self-hosted services from anywhere without exposing them to the public internet. By the end of this chapter, you’ll have your Linux system securely joined to your private tailnet.

Update Your Linux System

First, log into your Ubuntu Docker host. For example, if you installed Ubuntu using WSL on Windows, then launch Ubuntu from the Start Menu. If you installed Ubuntu in a virtual machine on macOS, start the VM using VMware Fusion. If you installed Ubuntu on bare metal, make sure your system is powered on and then log into it.

By the way, if you’re prompted for a username and password and you’ve been following the book exactly, use “osadmin” as the username and “Self-Hosted!” as the password to access your Ubuntu Docker host.

Once you’re logged in, run the following command to update your system’s package index:

sudo apt update


If you’re prompted for a password, use the password for your current account. Again, I’m using the “osadmin” account with a password of “Self-Hosted!”.

The apt update command downloads the latest information about available packages and their versions from the repositories your system uses. It doesn’t install or upgrade any software — it simply refreshes the list so your system knows what’s currently available.

Now that your system has a current list of the latest available packages that can be installed and/or upgraded, execute “sudo apt upgrade -y” to install the newest versions of every application installed on your system. In short, this command brings your entire system up to date.

sudo apt upgrade -y


Create a Tailscale Account

Before you install Tailscale on your system, you’ll need a Tailscale account.

First, open a web browser and visit https://tailscale.com/

Next, navigate to the portion of the site that allows you to create a new account. At the time of this recording click the Get Started button in the upper right corner. Of course, website designs can change over time, so if you don’t see that exact option, just look for the part of the site that allows you to create a new Tailscale account.

In order to create a Tailscale account, you need to choose a login method by using one of your existing accounts from either Google, Microsoft, GitHub, or Apple. For example, if your main email address is a Gmail address, you could use that Google account to access Tailscale. If you have an outlook.com account, you could use your Microsoft account. Likewise, if you’re an Apple user, you can use your Apple account. If you have none of these existing accounts, you can quickly create an account on GitHub.com and then come back to Tailscale to use that GitHub account to continue.

I’m going to use my existing GitHub account to continue. During this process, click “accept” or “allow” for any prompts to ensure that you can use your desired service to log into Tailscale.

If you’re prompted to choose between a business or personal account, choose personal as we will be self-hosting applications for our personal benefit and not using Tailscale to operate in a commercial business environment.

At the time of this recording, Tailscale has an onboarding process that wants you to add your first device to your newly created tailnet before you continue. To do that, click on the Linux button and then click the “copy to clipboard” icon to copy the command you’ll want to execute on your Ubuntu Docker host.

If your Ubuntu system is running on a VM on your same system, you can most likely paste the command into the terminal. However, if your Ubuntu Docker host is running on a different machine or you can’t access it from your current system, then know you’ll need to manually type this command into your Ubuntu system.

Here’s the command:

curl -fsSL https://tailscale.com/install.sh | sh

This command downloads and runs the official Tailscale installation script. The script sets up your system to use Tailscale’s repository and installs the latest version of the Tailscale software.

It’s very important to note that all Linux commands are case-sensitive. Also, spacing matters. If you accidentally remove a space, or add an extra one where it doesn’t belong, the command might not work as expected or at all. For example, “curl -fsSL” is not the same as “curl-fsSL” or “curl -f s S L”. Every space, letter, and symbol needs to be entered exactly as shown.

If you’re typing the command manually, take your time and be precise. It’s perfectly fine to go slowly and double-check your typing.

Once you’ve entered the command exactly as shown into your Linux Docker host, press “Enter” to begin installing Tailscale.

If you’re prompted for a password, enter the password for the user account that you are logged in with. Again, I’m using my “osadmin” account with the password of “Self-Hosted!”.

If the command executed as expected, you’ll see a message that includes the text:

“Installation complete!”

After that message, you are asked to start Tailscale with this command:

sudo tailscale up


After you enter the command, you will be given a link to visit. Copy that link and return to your web browser and paste the link into your address bar.

Click the “Connect” button to add your Linux system to your tailnet. After a few seconds, you are redirected back to the setup workflow.

At this point, Tailscale prompts you to connect a second device. For now, click ‘Skip this introduction →’. In the upcoming chapters, I’ll provide separate, short videos on how to install Tailscale on Windows, macOS, and iOS devices. You can then watch the video appropriate to your setup in just a couple of minutes, but before you do that, let’s finish configuring our first device we’ve added to our tailnet.

On this page you see a list of devices which Tailscale calls machines. We currently only have one device. If you’ve named your system the same as me, it will show up as “dockerhost”.

As a security feature, Tailscale users need to periodically reauthenticate each of their devices. By default, this needs to be done every 180 days. If a device doesn’t reauthenticate before its keys expire, connections to and from the device will stop working. You can think of a key as a credential or password for a given device on your tailnet.

It’s fairly easy to reauthenticate, but you have to remember to do so before they keys expire or you will experience a temporary outage. To avoid this minor inconvenience, you can disable the key expiry specifically for your Docker host.

Click the three dot menu or the three dots icon next to your host’s details, and click on “Disable key expiry.”

Now that you have your Linux Docker host connected to your tailnet, it’s time to add another device to the tailnet so that you can communicate with it securely. After that, you’ll start implementing self-hosted services that you can securely access from any device connected to your tailnet.

Resources

Tailscale Linux Download: https://tailscale.com/download/linux


Installing the Tailscale Client on Windows (How To Add A Windows Device To Your Tailnet.)

Introduction

In this chapter, you will learn how to install the Tailscale client on a Windows device and connect it to your tailnet.

Installing Tailscale on Windows

First, open up a web browser on your Windows system and visit https://tailscale.com. Navigate to the download section of the website. At the time of this recording, there is a download link in the site’s main menu. You may need to expand the menu if you are using a small screen. In any case, that link currently takes you to https://tailscale.com/download. The direct link to the Windows download is https://tailscale.com/download/windows. Once you’re on the download page, click “Download Tailscale for Windows”.

Once the download is complete, locate the installer file, which will most likely be in your Downloads folder, and double-click on it to launch it.

If you encounter any prompts, click on “Yes,” “Allow,” or “Accept” as you want to proceed with the installation. If there are any checkboxes you need to check then agree to, please do so to continue the installation.

Click “Install” to perform the installation.

Again, if you encounter any prompts questioning the installation of Tailscale, click “Yes,” “Allow,” or “Accept”.

Once the installation is complete, you can close the installer by clicking the “Close” button.

Signing In and Connecting to Your Tailnet

At this point, the Tailscale client application will open and ask you to click “Get Started”. Do so.

Next, you’ll be asked to sign into your Tailscale account. Click the “Sign In” button.

Now, use the same login method you used to create your Tailscale account. For me, that’s going to be GitHub, but for you it might be Google, Microsoft, GitHub, or Apple.

Once you’ve logged into Tailscale, you’ll be be asked to confirm this connection to your tailnet by clicking on the “Connect” button. Click the “Connect” button. You’ll see a message that confirms your Windows device is connected to your tailnet. If you wait a few seconds, you’ll be directed to your Tailscale dashboard where you can see the device you just added as well as any existing devices on your tailnet.

Tailscale users need to periodically reauthenticate each of their devices. By default, this needs to be done every 180 days. If a device doesn’t reauthenticate before its keys expire, connections to and from the device over the tailnet will stop working. You can think of a key as a credential or password for a given device on your tailnet.

It’s fairly easy to reauthenticate, but to avoid this minor inconvenience, you can disable the key expiry for your device.

Click the three dot menu or the three dots icon next to your host’s details, and click on “Disable key expiry.”

Now that your system is connected to the tailnet, you can communicate securely with any other device on your tailnet. In upcoming chapters you will deploy services which can be accessed over your Tailscale network. ## Resources

Tailscale Windows Download: https://tailscale.com/download/windows


Installing the Tailscale Client on macOS (How To Add A macOS Device To Your Tailnet.)

Introduction

In this chapter, you will learn how to install the Tailscale client on a device running macOS and connect it to your tailnet.

Installing Tailscale on macOS

First, open up a web browser on your Mac system and visit https://tailscale.com. Navigate to the download section of the website. At the time of this recording, there is a download link in the site’s main menu. You may need to expand the menu if you are using a small screen. In any case, that link currently takes you to https://tailscale.com/download. The direct link to the Mac download is https://tailscale.com/download/mac. Once you’re on the download page, click “Download Tailscale for macOS”.

Once the download is complete, locate the installer file which will most likely be in your downloads folder and double click on it to launch it. You can also launch it from your web browser if you would like and that’s what I’m going to do. I’ll go to my downloads here and see the Tailscale package and click on this icon to launch it.

We’re going to accept all the defaults by clicking “Continue” and now clicking “Install.”

If you get prompted for your password go ahead and enter that. Likewise, if you get any other prompts asking for your permission to continue do so. Click yes or allow.

Once the installation is complete you can close the installer by clicking the “Close” button.

It’s up to you whether you would like to keep the installer or move it to trash. I’m done with it so I’m just going to click “Move to Trash.”

Now, open the Finder and navigate to your Applications folder and double click on Tailscale to start it.

Once Tailscale starts, click on the “Get Started” button.

You’ll need to allow for an extension to be installed so click “Install Now.”

At this point, we need to allow the extension to operate so we need to click on “Open System Settings.” Simply enable Tailscale by clicking on the button here and it should turn blue after you enter in your password.

Now you’re asked to allow for VPN configuration and you want to do that, so click the “Allow VPN Configuration” button. When you’re prompted, click “Allow.”

Now we need to sign into Tailscale to join this device to the network, so click on the “Sign In” button. Now use the same login method you used to create your Tailscale account. For me, that’s going to be GitHub, but for you it might be Google, Microsoft, GitHub or Apple.

Once you’ve logged into Tailscale, you’ll be asked to confirm this connection to your tailnet by clicking on the “Connect” button. So, do that now.

If you get a pop up asking you to automatically start Tailscale on login, I would suggest to do so. So, click “Yes, Start on Login.” At this point you can close out of this window.

Once you’ve clicked the “Connect” button to connect your device to your Tailscale network, you’ll be redirected to your Tailscale dashboard. Here you can see the device that you just added.

Tailscale users need to periodically reauthenticate each of their devices. By default, this needs to be done every 180 days. If a device doesn’t reauthenticate before its keys expire, connections to and from the device over the tailnet will stop working. You can think of a key as a credential or password for a given device on your tailnet.

It’s fairly easy to reauthenticate, but to avoid this minor inconvenience, you can disable the key expiry for your device.

Click the three dot menu or the three dots icon next to your host’s details, and click on “Disable key expiry.”

Now that your system is connected to the tailnet, you can communicate securely with any other device on your tailnet. In upcoming chapters you will deploy services which be can accessed over your Tailscale network.

Resources

Tailscale macOS Download: https://tailscale.com/download/mac


Installing the Tailscale Client on iOS (How To Add an iPhone or iPad To Your Tailnet.)

Introduction

In this chapter, you will learn how to install the Tailscale client on a device running iOS such as an iPhone and connect it to your tailnet.

Downloading Tailscale for iOS

First, open up a web browser on your iOS system and visit https://tailscale.com. Navigate to the download section of the website. At the time of this recording, there is a download link in the site’s main menu. You may need to expand the menu if you are using a small screen. In any case, that link currently takes you to https://tailscale.com/download. The direct link to the iOS download is https://tailscale.com/download/ios. Once you’re on the download page, click “Download Tailscale for iOS”.

This link will direct you to the App Store. Once in the App Store, you can click the “Download” or “Get” or “Install” button that will be next to the Tailscale application icon. Once the application is installed, click “Open.”

Initial Setup and Permissions

Now click on “Get Started.” If prompted, click “I Understand.” I would recommend allowing notifications from Tailscale. You can do that by clicking on “Allow Notifications.”

Tailscale will ask you to install VPN configurations. Allow it by clicking “Install.” If prompted, click “Allow.” If you’re prompted for a password, go ahead and enter it.

Signing In and Connecting to the Tailnet

Next, you’ll be asked to sign into your Tailscale account. Click “Continue” button.

Now, use the same login method you used to create your Tailscale account. For me, that’s going to be GitHub, but for you it might be Google, Microsoft, GitHub, or Apple.

Once you’ve logged into Tailscale, you’ll be be asked to confirm this connection to your tailnet by clicking on the “Connect” button. Click the “Connect” button. After you do so, you’ll be redirected to a list of devices that belong to your tailnet.

Disconnecting and Reconnecting

If you want to disconnect your iOS device temporarily from your tailnet, simply click the button in the top left corner. When you’re ready to connect to your tailnet, simply open up the Tailscale application and click on the “Connect” button.

Conclusion

Now that your system is connected to the tailnet, you can communicate securely with any other device on your tailnet. In upcoming chapters you will deploy services which can be accessed over your Tailscale network. ## Resources

Tailscale iOS Download: https://tailscale.com/download/ios


Installing the Tailscale Client on Android (How To Add an Android Client To Your Tailnet.)

Introduction

In this chapter, you will learn how to install the Tailscale client on a device running Android such as a Samsung Galaxy or Google Pixel and connect it to your tailnet.

Downloading Tailscale for Android

First, open up a web browser on your Android system and visit https://tailscale.com. Navigate to the download section of the website. At the time of this recording, there is a download link in the site’s main menu. You may need to expand the menu if you are using a small screen. In any case, that link currently takes you to https://tailscale.com/download. The direct link to the Android download is https://tailscale.com/download/android. Once you’re on the download page, click “Download Tailscale for Android”.

This will take you to the Google Play Store where you can click the “Install” button to install Tailscale. Once it’s been installed, click on “Open” to run it.

Initial Setup and Permissions

Follow the prompts, so click “Get Started.” If you receive any questions click on “Yes,” “Allow,” or “OK.”

Signing In and Connecting to the Tailnet

Next, you’ll be asked to sign into your Tailscale account. Use the same login method you used to create your Tailscale account. For me, that’s going to be GitHub, but for you it might be Google, Microsoft, GitHub, or Apple.

If you’re asked to allow notifications, please do so.

After you’ve connected your device, you’ll be redirected to a list of other devices that belong to your tailnet. To disconnect from your tailnet, click the button in the top left corner. Of course, you can always connect back to your tailnet by opening the Tailscale application and clicking “Connect.”

Now that your system is connected to the tailnet, you can communicate securely with any other device on your tailnet. In upcoming chapters you will deploy services which can be accessed over your Tailscale network. ## Resources

Tailscale Android Download: https://tailscale.com/download/android


Installing Docker on the Ubuntu Linux Docker Host

Introduction

In this chapter, you’ll learn how to install Docker on Ubuntu.

Updating Your Linux System

First, log into your Ubuntu Docker host. For example, if you installed Ubuntu using WSL on Windows, then launch Ubuntu from the Start Menu. If you installed Ubuntu in a virtual machine on macOS, start the VM using VMware Fusion. If you installed Ubuntu on bare metal, make sure your system is powered on and then log into it.

By the way, if you’re prompted for a username and password and you’ve been following the book exactly, use “osadmin” as the username and “Self-Hosted!” as the password to access your Ubuntu Docker host.

Once you’re logged in, run the following command to update your system’s package index:

sudo apt update


If you’re prompted for a password, use the password for your current account. Again, I’m using the “osadmin” account with a password of “Self-Hosted!”.

The apt update command retrieves the current list of packages and their available versions from your configured repositories. It doesn’t install or upgrade any software — it simply refreshes the list so your system knows what’s currently available.

Installing Docker Dependencies

Now that your system has a current list of the latest available packages that can be installed and/or upgraded, execute sudo apt upgrade -y to install the newest versions of every application installed on your system. In short, this command brings your entire system up to date.

sudo apt upgrade -y


Now that your system is up to date, you’re ready to install the required packages for Docker. Many times these packages are already installed, but just in case they aren’t, let’s make sure to install them. First, execute sudo apt install -y ca-certificates curl

sudo apt install -y ca-certificates curl


If you’re prompted for a password, use the password for your current account. Again, I’m using the “osadmin” account with a password of “Self-Hosted!”.

In this case, both packages are already installed, but if they weren’t already installed, they would have been installed at this point.

Adding the Docker Software Repository to Your System

From here, we need to add Docker’s GPG key to our system.

When you install software with apt, especially from a third-party repository such as Docker’s, your system needs a way to verify that the software packages are authentic and haven’t been tampered with.

To do this, apt checks the GPG (GNU Privacy Guard) signature on each package. The signature must match a public key that your system trusts. That’s where Docker’s GPG key comes in.

The first step in this process is to ensure that the directory that stores these third-party GPG keys exists. We can do that with this command:

sudo install -m 0755 -d /etc/apt/keyrings


Now, let’s download Docker’s GPG key into that directory:

sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker.asc


By the way, if you can, I suggest copying and pasting that command from the companion download so you can avoid typing mistakes. Again, Linux commands are case-sensitive. Also, spacing matters. If you accidentally remove a space or add an extra one where it doesn’t belong, the command might not work as expected or might not work at all.

After downloading the file, we need to make it readable for all users. This lets apt check package signatures with the key. To do that, execute this command:

sudo chmod a+r /etc/apt/keyrings/docker.asc


Now we’re ready to add the official Docker repository to our system.

To do that, we’ll add Docker’s software source to your system’s list of apt repositories. This allows your system to download and install Docker packages directly from Docker’s official servers.

Execute the following command. It may appear to span multiple lines due to line-wrapping, but that’s just a result of formatting and the width of your screen. The same thing may happen in your terminal window: the command may visually wrap across lines, but it’s still a single command.

Do not press “Enter” at any of the visual break points. Only press “Enter” after the entire command has been typed or pasted.

Again, it’s best to copy and paste the command from the companion download to avoid typing errors since it’s long and complicated.

echo "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.asc] https://download.docker.com/linux/ubuntu $(. /etc/os-release && echo "${UBUNTU_CODENAME:-$VERSION_CODENAME}") stable" | sudo tee /etc/apt/sources.list.d/docker.list > /dev/null


Now that we’ve added the Docker software repository to our system, we can update our system’s package index which will now include the official packages from Docker.

sudo apt update


Installing Docker

Finally, you’re ready to install Docker. The following command will install all the required Docker packages:

sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin


To verify that Docker was successfully installed, run the following command:

docker --version


If Docker was installed successfully, you will see output similar to this:

Docker version 28.0.4, build b8034c0

At this point, only the root user or users with sudo privileges can run Docker commands to create, view, update, or remove containers. If you try running other Docker commands without sudo and you’re not the root user, you’ll most likely get a “permission denied” or “cannot connect to the Docker daemon” error.

Since I’m logged in as the osadmin user, here’s the result:

osadmin@dockerhost:~$ docker ps
permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock: Get "http://%2Fvar%2Frun%2Fdocker.sock/v1.48/containers/json": dial unix /var/run/docker.sock: connect: permission denied

By the way, the docker ps command lists the Docker containers on your system.

To demonstrate that Docker requires root privileges, you can execute the sudo docker ps command which executes the docker ps command as the root user, also known as the superuser. You’ll see output from Docker instead of an error message.

osadmin@dockerhost:~$ sudo docker ps
CONTAINER ID   IMAGE     COMMAND   CREATED   STATUS    PORTS     NAME

(NOTE: If you’re prompted for a password and you’ve been following along exactly, enter “Self-Hosted!”.)

If you want to manage Docker as a non-root user, then you’ll need to add your user account to the “docker” Linux group. To do that, execute this command:

sudo usermod -aG docker $USER


Even though your user account has been added to the “docker” Linux group, the change won’t take effect until you start a new session. That means you need to either to log out and log back in again, or execute newgrp docker.

newgrp docker

Once you’ve logged out and back in again, or executed newgrp docker, you can now execute Docker commands without errors. Let’s try the docker ps command:

osadmin@dockerhost:~$ docker ps
CONTAINER ID   IMAGE     COMMAND   CREATED   STATUS    PORTS     NAMES

As you can see, you get output from the Docker command instead of an error message. Of course, no Docker containers are running at the moment so the output is limited. However, the important point is that no errors were encountered when executing a Docker command.

Summary

At this point, Docker is successfully installed and configured on your Linux system. Next, you’ll set up tools that will make managing your Docker environment easier. After that, you’ll begin deploying your own self-hosted services.

Resources

Installing Docker on Ubuntu: https://docs.docker.com/engine/install/ubuntu/


Setting Up Portainer

Introduction

In this chapter, you’ll learn why Portainer is a popular tool for managing Docker environments and how to install it step-by-step. Plus, you’ll get a quick walk-through of its main features.

What is Portainer?

Portainer is an open-source container management tool that provides an intuitive web interface for managing Docker containers, images, volumes, networks, and more. It simplifies common Docker tasks, allowing you to focus more on deploying your applications and less on managing the underlying system.

Why Use Portainer?

Many people use Portainer because it provides a web-based interface that helps ease the fear and overwhelm often felt by newcomers managing Docker environments. It also makes it easy to view the status and resource usage of your containers at a glance because Portainer includes real-time monitoring. Additionally, Portainer simplifies the deployment process, allowing you to quickly launch and manage your applications directly from its web interface.

Installing Portainer on Your Ubuntu Docker Host

The Directory Structure

I recommend using a standardized location for storing your Docker configuration files. Specifically, the location I recommend is /opt/docker. It’s a clean, logical spot that keeps your Docker-related files separate from user data and system files. The /opt directory is traditionally used for optional software and add-on packages, which makes it a great fit for Docker projects that aren’t managed by the system’s package manager.

Inside of /opt/docker, we will create a subdirectory for each Docker-based project, application, or service. For example, we’ll use /opt/docker/portainer to store the Docker configuration for Portainer. In upcoming chapters, you’ll deploy several Docker-based applications and each one will have their own directory within /opt/docker. For example, one application that you will deploy is called “homepage” and it will act as your dashboard, or homepage, for your self-hosted services. The data for that Docker application will be stored in /opt/docker/homepage.

In short, this consistent directory structure keeps everything organized. You’ll know exactly where to look when it’s time to update any Docker-based application or service you’ve deployed.

Creating the Directory Structure

First, let’s create the top-level directory for our Docker files.

sudo mkdir /opt/docker

Now that we’ve created /opt/docker, let’s proceed to create a subdirectory for Portainer.

sudo mkdir /opt/docker/portainer

Using Docker Compose vs. Docker Run

Before we run the Portainer container, let me quickly explain something that might save you a lot of frustration later on.

You can run Docker containers using either the docker run command or the docker compose command. Both methods achieve the same results, but there’s a big difference in how easy they are to use and manage.

If you’re running a Docker container with little to no custom configuration or options, using docker run is a great choice. However, the more features or options you require, such as using mounting volumes, setting environment variables, binding ports, or defining restart policies, the more complex your docker run command becomes. It quickly turns into a very long, hard-to-read wall of text that’s difficult to maintain and repeat.

Also, if you need to use multiple Docker containers to deploy a single service such as a web application, you’ll need to execute multiple docker run commands, one for each component. You may need to start the database container first, then the backend API container, and finally the frontend container, all in the right order, with the correct network settings so they can talk to each other. That can get messy fast.

Instead of manually entering long Docker commands each time you want to start a container, you can define all your container configurations in a YAML file. YAML (short for “YAML Ain’t Markup Language”) is a human-readable format commonly used for configuration files. In the YAML file, you specify everything about your containers, such as which Docker images to use, port mappings, storage volumes, environment variables, restart policies, and dependencies. Once your configuration is defined, you can easily start your containers using the docker compose up command. This approach simplifies container management and ensures consistency across deployments.

Currently, the preferred filename for Docker Compose configuration files is compose.yaml. It replaced older filenames such as docker-compose.yml and docker-compose.yaml. While you may still see references to these older filenames in some documentation, we’ll be using the current standard of compose.yaml throughout this book. Regardless of the filename used, the underlying concepts and functionality remain the same.

Creating the Docker Compose Configuration File for Portainer

Let’s get back to deploying Portainer. Now that we’ve created the /opt/docker/portainer directory, it’s time to create the compose.yaml file that we will use to launch the Portainer service.

Create the compose.yaml file in the /opt/docker/portainer directory with your favorite text editor. If you’re new to Linux or don’t have a favorite text editor, then follow along with me as I use the nano editor to create this file. Nano is a fairly easy to use text editor on Linux.

sudo nano /opt/docker/portainer/compose.yaml

The following compose.yaml file contains the configuration to deploy Portainer. It’s also included in the downloadable resources from the companion site. Copy and paste the contents of this file into your terminal exactly as provided. If you find yourself manually typing the contents instead, take your time and double-check your work carefully. In Linux, precision matters, and YAML files are no exception. Be sure every space and character matches exactly what is shown.

services:




  portainer:




    image: portainer/portainer-ce:lts




    container_name: portainer




    restart: unless-stopped




    ports:




      - "9000:9000"




    volumes:




      - /var/run/docker.sock:/var/run/docker.sock




      - portainer_data:/data








volumes:




  portainer_data:





Before we save the file, let me explain the configuration so you understand exactly what this configuration represents.

First off, it’s important to know that YAML uses indentation to show relationships and structure. Simply put, indentation is the use of spaces at the beginning of each line. Indentation isn’t just for readability; it defines exactly how YAML interprets the information in the file.

In this configuration, the lines services: and volumes: are at the top-most indentation level, meaning they represent the primary sections of this configuration file. Under each of these top-level sections are nested items. For example, portainer: is nested under the services: section, indicating that the configuration under portainer: belongs specifically to the Portainer service. Likewise, portainer_data: is nested under volumes:, indicating that portainer_data is a volume managed by Docker. This indentation-based hierarchy clearly establishes the relationship and organization of each element in the YAML file.

Let’s start back at the top of the file. This first line in this file is services:. The services keyword marks the beginning of defining the services or containers that will be started. Each container that will be started will be listed under this section. In this example, we only have one container, but you’ll eventually deploy applications that require multiple containers to function.

The second line in this file is portainer:. Notice that this line is indented, or nested under services. This is the name of the service we’re creating. You can choose almost any name here, but since we’re deploying Portainer, it makes sense to name it “portainer.”

Everything that is indented, or nested, under “portainer” is configuration that pertains to that container. The first item you’ll see nested under “portainer:” is “image: portainer/portainer-ce:lts”. The text following “image:” defines the Docker image that will be used to run the container.

The text before the forward slash is the Docker Hub username or organization name that created the container. Docker Hub is a public repository where Docker images are stored and shared. In this case, the Docker Hub organization name is portainer. The text that follows the slash is the specific image name within that user’s or organization’s repository. In this case, it’s portainer-ce, where “ce” stands for Community Edition. Sometimes projects have a Community Edition that is free for the public to use and a Business Edition or Enterprise Edition that requires payment in order to use the software. Many times the Business or Enterprise editions will contain features that are not commonly used by individuals such as advanced user management, high-availability clustering, or integrations with corporate authentication systems like LDAP or Active Directory.

The text following the colon is called a tag. In this case we are using the “lts” tag. You can think of a tag as a label that points to a specific version of a Docker image. LTS stands for Long Term Support. If a tag isn’t specified, then the default tag of “latest” is assumed.

You can specify the container name to use with the “container_name:” setting. In this case, we are telling docker to use the name of “portainer” for the container.

Use the keyword “restart:” to define the restart policy. Here were are using “unless-stopped” which means Docker will always restart the container automatically if it crashes or stops unexpectedly, unless you explicitly stop it yourself. There are other restart policies such as “no,” which means the container will never automatically restart and “on-failure,” which means the container will be restarted if it stops or exits with an error.

Next we have a “ports:” section which defines how ports on your host machine are mapped to container ports. This allows external access to services running inside your containers.

The basic format for port mapping is: “HOST_PORT:CONTAINER_PORT”.

The HOST_PORT, or external port, is the port that will be exposed on your host machine. External clients such as web browsers connect to this port in order to access the container.

The CONTAINER_PORT, or internal port, is the port that the application is listening on inside the container. This is determined by how the application in the container is configured. By default, the Portainer application uses port 9000. Other applications may use different ports, but for Portainer, it’s port 9000.

Any request to our Docker host on port 9000 will be forwarded to port 9000 inside the container where Portainer is listening for and responding to requests.

Therefore, to access the Portainer service, you would open a web browser and enter in “http://THE_IP_ADDRESS_OF_THE_DOCKER_HOST:9000”.

It’s important to note that the Docker host port does not have to match the container port. If we used the port configuration of “2000:9000”, then we would access Portainer by navigating to “http://THE_IP_ADDRESS_OF_THE_DOCKER_HOST:2000” in our web browser. The traffic would then be forwarded to port 9000 inside the container where Portainer is listening and responding to requests.

This flexibility in port mapping is useful when you are already using a port for another service or you want to run multiple instances of the same container.

Finally, we come to the “volumes” section for this container. This section manages data persistence by mapping files or directories from your host system into the container, or by attaching named Docker volumes from the host to the container.

In the Portainer example, there are two volume mappings.

The /var/run/docker.sock:/var/run/docker.sock mapping is a bind mount that gives Portainer access to the Docker daemon’s socket file. This is required because Portainer needs to communicate with the Docker API to manage containers, images, networks, and volumes. Without this mapping, Portainer wouldn’t be able to see or control any of your Docker resources.

The second mapping of portainer_data:/data is a named volume where Portainer stores its configuration, user accounts, and other persistent data. The left side of the colon, portainer_data, refers to a named volume defined in the top-level “volumes” section of the file. The right side of the colon, /data, is the path inside the container where this volume is mounted.

Finally, in the “volumes” section, we tell tell Docker to ensure that there is a volume named portainer_data. With all these elements defined, you have everything the Portainer service needs to run.

Now, save the file by typing Ctrl-X, then Y to confirm we want to save our changes, and finally Enter to save the file.

Starting Portainer

Now launch Portainer by changing into the directory where you created the compose.yaml file, which is /opt/docker/portainer. Next, execute docker compose up -d.

cd /opt/docker/portainer
docker compose up -d

Of course, the docker command is used to manage Docker and the compose subcommand is used to manage services defined in a compose.yaml file. Up tells Docker to create and start all the items in the compose.yaml file. The -d option runs the containers in detached mode, or in the background.

You can use the docker compose ps command to list the containers defined in the compose.yaml file, as well as their status.

docker compose ps

Here you should see that the portainer container is up and running.

Next, get the Tailscale IP address of your Docker host by running tailscale ip.

tailscale ip

In my case, it’s 100.71.231.16, but in your case it will be a different IP address.

While on a device that is connected to your Tailscale network, such as your laptop or desktop, open up a web browser and visit http://THE_IP_ADDRESS_OF_YOUR_SERVER:9000. Again, in my case that is http://100.71.231.16:9000, but in your case it will be a different IP address.

If you get a warning about the site not being an SSL site, or a “Secure” site, you can ignore the warning and click “Continue to site.” You’ll learn how to add SSL certificates to all your self-hosted sites later on, but for now, we are going to access Portainer over HTTP to get started.

At this point, you’ll be prompted to set an admin password. I’m going to be consistent and use the password of “Self-Hosted!”. If you want to follow along with me exactly during this book, then use the same passwords. If you want to create your own passwords, then make sure you keep track of them.

Once you’ve entered your password twice, click on “Create user.”

If you see an error such as “Your Portainer instance timed out for security purposes. To re-enable your Portainer instance, you will need to restart Portainer.” Simply go back to the command line on your Docker host, make sure you are in the /opt/docker/portainer directory and execute docker compose restart.

cd /opt/docker/portainer
docker compose restart

Now, quickly return to your web browser. You’ll have to reenter the password you want to use and click “Create User”.

Once you’re logged in as the admin user, you’ll see an “Environment Wizard”. Click on “Get Started”. Now you will see one environment named “local.” If Portainer’s interface changes in the future, don’t worry. Just look for something that will connect to “local” or “localhost”.

Click on “local” to access that Docker environment. At this point you’ll see a dashboard. Because this is a fresh installation I only have a few Docker resources. For example, I have 1 stack, 1 container, 1 image, 1 volume, and 4 networks.

By the way, Portainer uses the word “stack” to describe a group of related services that are deployed together, as defined by a compose.yaml file. We used Docker Compose to deploy Portainer, therefore Portainer sees itself as part of a stack.

You can click on any of these items to drill down for more information. You’ll also notice a similar list on the left-hand side of the screen. Currently we are viewing the Dashboard.

The Templates section allows you to deploy containers, applications, or services using pre-defined templates. In the book, you’ll be deploying applications and services for which there are not pre-made templates. However, if you want to quickly spin up something that does have a pre-defined template with Portainer, you can do it here.

Next, you’ll be able to view and manage stacks. As I already mentioned, Portainer calls groups of related services defined by a compose.yaml file a stack. You can drill down into each stack and see which containers are running as part of each stack, which images are used, which networks are used and so on.

The Containers section lists all your running and stopped containers. From here, you can start, stop, remove, or inspect each individual container on your Docker host. If you want to know what’s running on your system, then this is the place to look.

The Images section allows you to view and manage all the images stored on your Docker host.

The Networks section allows you to manage your Docker networks. Networks are what let your containers talk to each other, and sometimes even the outside world. In Portainer, the Networks tab shows you a list of all the networks Docker has created — both the ones Docker makes by default and any custom ones you’ve added.

Of course, the Volumes section allows you to manage Docker volumes, which are used to store persistent data outside of containers. Without volumes, your data would disappear every time you restarted a container! Here, you can create, delete, and inspect volumes.

The Events section shows a log of Docker activities. For example, you can seen when containers start, stop, crash, or get updated. This section is helpful when you’re troubleshooting an issue or if you just want to keep an eye on what’s happening with Docker on your system.

Finally, the Host section shows information about the machine running Docker. You’ll see information like what OS the Docker host is running, how many CPUs it has, and how much memory is installed on the system.


Summary

In this chapter, you learned why Portainer is a popular tool for managing Docker environments as well as how to deploy, configure and access Portainer on your Tailscale network.


Deploying File Browser for File Management

Introduction

In this chapter, you will deploy File Browser which allows you to manage files and directories on your server through a web interface.

Why Use File Browser?

For some, using the command line interface can be intimidating or feel overly complicated, especially for performing simple file management tasks such as creating directories, uploading configuration files, and editing configuration files.

File Browser provides a user-friendly graphical interface that simplifies those operations and can be accessed remotely through a web browser. This makes it ideal for users who prefer graphical user interface tools over command-line utilities.

Throughout this book, you’ll be deploying services which require you to create and edit configuration files. If you like having the option to perform those tasks via a web interface, you’ll appreciate tools such as Portainer and File Browser. If you feel more comfortable at the command line, then of course, you don’t have to use a web-based tool.

Deploying File Browser

Let’s use Portainer to deploy File Browser. While on a device that is connected to your Tailscale network, such as your laptop or desktop, open up a web browser and visit http://THE_IP_ADDRESS_OF_YOUR_SERVER:9000. If you don’t remember the Tailscale IP address of your Docker host, you get it by running tailscale ip.

tailscale ip

You can also log into your Tailscale dashboard at Tailscale.com.

In my case, the Tailscale IP address of my Docker host is 100.71.231.16, but in your case it will be a different IP address, so I will visit http://100.71.231.16:9000.

By the way, I’m going to teach you how to use human friendly names soon, but we not there just yet. Just bare we me while we use IP addresses for just awhile longer.

Now, log into Portainer. If you’ve been following along with me using the same username and passwords, you’ll use admin for the user and “Self-Hosted!” as the password to log in.

Now, click on the local environment. From here, click on Stacks. Now, click on “Add stack.”

We’ll name this stack “filebrowser”.

To ensure this works correctly, use the file from the companion download by either by uploading it or copying and pasting it. If you type it manually, every space, character, and case must match exactly to avoid errors.

services:




  filebrowser:




    image: filebrowser/filebrowser:v2.32.0




    container_name: filebrowser




    ports:




      - "8080:80"




    volumes:




      - /:/srv




      - data:/data




    environment:




      FB_DATABASE: /data/database.db




    restart: unless-stopped








volumes:




  data:





Let’s take a look at this compose.yaml file. You’ll see there there is one service defined and I’ve chosen to name that service “filebrowser”. We’ll be using the “filebrowser/filebrowser:v2.32.0” image for the filebrowser container. We’re also explicitly giving this container the name of “filebrowser”. By the way, if don’t tell docker the name to use, it will auto-generate a name using the format of --1. The project name is derived from the directory name that the compose.yaml file resides in or is derived from the name we give the stack here in portainer. So without this line, the container will be named filebrowser-filebrowser-1.

Next, the ports section maps the host port of 8080 to port 80 inside the container. This means we can access the File Browser application by visiting http://THE_IP_ADDRESS_OF_YOUR_SERVER:8080.

We are using two volumes for this container. The first volume maps ‘/’, or the root directory of our server, to the ‘/srv’ directory inside the container. This means File Browser will have access to your entire filesystem.

The second volume mounts a Docker volume named “data” to /data inside the container. This is for storing File Browser’s internal settings and data.

This is the first time you are seeing an environment section in a compose.yaml file in this book. The environment section allows you to specify environment variables and their contents. Environment variables are a way to configure your containerized application without hard coding values into the application or the image itself. They’re key-value pairs that the application inside the container can access at runtime.

In this case, we are setting the FB_DATABASE environment variable to “/data/database.db”. This tells File Browser where to store its database. In this case, it’s storing it inside the named volume we just created. By the way, environment variables vary from application to application, so you have to consult the documentation for the specific application you’re deploying to determine what environment variables the application is aware of and how that changes its behavior.

Next we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Finally, the “data” volume is declared in the volumes section of the compose.yaml file. As you’ll see in a moment, Docker will auto-generate volume names using the format of _. So in this example, Docker will create a volume named “filebrowser_data”.

Now that you understand the configuration, click “Deploy the stack.” By the way, if the “Deploy the stack” button is greyed out or can’t be clicked on, this means there is most likely a typing mistake in your compose.yaml file configuration. Double check your work and make sure you address any errors that Portainer tells you about. After you click “deploy the stack,” you should see a message that tells you that the stack was successfully created.

Click on the “filebrowser” stack. This brings you to a list of containers that are part of that stack. In this case, it is simply one container named “filebrowser”. You can see the details about this container including it’s state, what stack it belongs to, what image it’s using, and it’s published ports. You’ll see a link over the ports which, in theory, will open a new browser window and take you to that port. However, we need to make one simple configuration change in Portainer to get this to actually work.

Updating Portainer’s Public IP Configuration

On the left-hand side of your screen, click on “Environment-related”. Now you will see a list of environments Portainer knows about. In our case, that’s just one environment: local. Click on local. In the Public IP field, enter the Tailscale IP address of your Docker host. Remember you can get that IP address from the command line by running “tailscale ip” or by visiting your Tailscale dashboard at Tailscale.com. In my case, the Tailscale IP address of my Docker host is 100.71.231.16, but in your case it will be a different IP address. Once you’ve enter the IP address, click “Update Environment”.

Now let’s return to our list of running containers, by clicking on “Containers” in the left-hand pane. Now when we click on the published port, we’re taking to the IP address of our Docker host, followed by “:8080”. This is, of course, how we can access File Browser.

The initial username is “admin” and the initial password is also “admin”. Once we’re logged in to File Browser, we can update the password by clicking on “Settings,” filling out our new password in the Change Password section and clicking on update. I’m going to be consistent and set the password to “Self-Hosted!”.

To browse the filesystem of your server, click “My Files” in the top-left hand corner. If you don’t like the default view, you can change it via the “Switch View” icon in the top-right corner. (Click it twice.) This is my preferred view. I’m going double click on the “opt” directory to open it. There you can see the “docker” directory. I’m going to double click on that. Now we see the portainer directory that we created from the command line in a previous chapter. If we go inside that directory, we’ll find the compose.yaml file we created to deploy portainer. To view or edit it, double click on it.

If you wanted to, you could make changes and click on the save icon in the top right corner or abandon your changes by clicking on the “x” in the top-left corner.

Of course, you can perform other file and directory management tasks such as uploading files, downloading files, creating directories, or as File Browser calls them, folders, and so on.

Deploying File Browser at the Command Line

Before we wrap up this chapter, I just wanted share how you could have deployed File Browser from the command line instead of using Portainer. If you’ve followed along, and already deployed File Browser, skip these steps. However, if you’ve just watched the video and decided you would rather keep working at the command line, then here are the steps you would take to deploy File Browser.

First, create a directory to store the compose.yaml file in.

sudo mkdir /opt/docker/filebrowser

Next, create the compose.yaml file in that directory. One way to do this is by using the nano text editor.

sudo nano /opt/docker/filebrowser/compose.yaml

Now, run docker compose up -d from the directory where you placed the compose.yaml file.

cd /opt/docker/filebrowser
docker compose up -d

Whether you used Portainer or the command line, you now have a functioning web-based file manager for your Docker host. ## Resources

https://filebrowser.org/


Configuring TSDProxy for Tailnet-Based HTTPS Access

Introduction

In this chapter, you’ll learn how to access your self-hosted services using human-friendly domain names and how to issue SSL certificates to secure those services.

Moving Away from IP Addresses to Names

So far in this book we have been accessing the services we’ve deployed by using the Tailscale IP address of our Docker host and a port that corresponds to the service we want to access. For example, to access Portainer, we type in “http://” followed by the IP address of our Docker host, followed by “:9000” into a web browser. While this technically works, we can make it easier on ourselves by using easier-to-remember names to access our services. This is where TSDProxy comes in.

What is TSDProxy and What Does it Do?

TSDProxy, or Tailscale Docker proxy, is an open-source application that automates the process of registering services by name with Tailscale and issuing SSL certificates for those services. It also acts as a proxy by accepting connections for a given service and then forwarding those requests to the proper port and proper container.

For example, instead of accessing Portainer by typing something like http://100.71.231.16:9000 into your browser, you’ll be able to use a simpler address like https://portainer.yourtailnetname.ts.net. TSDProxy handles everything behind the scenes. It automatically registers the friendly domain name with Tailscale, manages the SSL certificate, and forwards your request securely to the proper port on the Portainer container.

By default, your Tailnet name is something like tailabc123.ts.net. It’s a randomly generated name that is created when you sign up for Tailscale. It’s better than an IP address, but it’s still not easy to remember or type. The good news is that you can change your Tailnet name. Tailscale doesn’t allow you to choose your own custom name, but it lets you generate what it calls a “fun” Tailnet name which consists of two words separated by a hyphen. You can keep generating names until you find something that you like and can remember. Some examples include halfmoon-cat, west-hound, or dusky-ocean. If we end up with a Tailnet name of “dusky-ocean,” we would access our Portainer service by visiting https://portainer.dusky-ocean.ts.net. In my opinion that’s better than using IP addresses and ports or even the default Tailnet name.

With this setup, you no longer need to remember IP addresses and port numbers. Instead, you can access your services using easy-to-remember names. You may have noticed I’ve been saying to use HTTPS instead of HTTP. That’s because TSDProxy automatically provides secure HTTPS access, keeping all your connections encrypted and protected.

Tailscale Configuration

Let’s start this process by performing some configuration on our Tailscale account. First, open up your web browser and visit http://tailscale.com. Once there, log into your Tailscale account.

Now, go the DNS settings section of your account. Here you’ll see your current Tailnet name. Let’s rename our Tailnet to something more memorable by clicking on “Rename tailnet.” If you see a warning message, click “I understand” and continue.

At this point you are presented with a few choices for your new Tailnet name. If you see one in the list that appeals to you and that you think you can easily remember, choose it. If not, click “Re-roll options” until you find a name you want to use. In this example, I am going to choose “twin-macaroni”. Once you’ve selected your name, click “Rename tailnet.”

Now, scroll down to the “HTTPS Certificates” section and click on the “Enable HTTPS” button. This will allow TSDProxy to generate SSL certificates for us. If you forget this step, TSDProxy will not work as expected and you’ll see error messages in TSDProxy’s output. If you’re prompted to confirm this change, do so by clicking on “Enable.”

Deploying TSDProxy

Now that you’ve made all the required changes to your Tailscale account, let’s move on to deploying TSDProxy. You can do this via the command line or by using Portainer. I’m going to demonstrate this process by using Portainer.

While on a device that is connected to your Tailscale network, such as your laptop or desktop, open up a web browser and visit http://THE_IP_ADDRESS_OF_YOUR_SERVER:9000. If you don’t remember the Tailscale IP address of your Docker host, you get it by running tailscale ip on your Docker host.

tailscale ip

You can also log into your Tailscale dashboard at Tailscale.com.

In my case, the Tailscale IP address of my Docker host is 100.71.231.16, but in your case it will be a different IP address, so I will visit http://100.71.231.16:9000.

Now, log into Portainer. If you’ve been following along with me using the same usernames and passwords, you’ll use admin for the user and “Self-Hosted!” as the password to log in.

Now, click on the local environment. From here, click on Stacks. Now, click on “Add stack.”

We’ll name this stack “tsdproxy”.

To ensure this works correctly, use the file from the companion download by either by uploading it or copying and pasting it. If you type it manually, every space, character, and case must match exactly to avoid errors.

services:




  tsdproxy:




    image: almeidapaulopt/tsdproxy:1




    container_name: tsdproxy




    ports:




      - "8081:8080"




    volumes:




      - /var/run/docker.sock:/var/run/docker.sock




      - data:/data




      - /opt/docker/tsdproxy/config:/config




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false




    restart: unless-stopped








volumes:




  data:





Let’s take a look at this compose.yaml file. You’ll see there is one service defined and I’ve chosen to name that service “tsdproxy”. We’ll be using the “almeidapaulopt/tsdproxy:1” image for the tsdproxy container. At the time of this recording, version 1 is the latest stable version of TSDProxy. Version 2 is currently in early beta testing and is not ready for production use. Therefore, use this exact image (and thus TSDProxy version 1) to follow along with the book as presented.

Next, we’re explicitly assigning this container the name of “tsdproxy”.

From there, the ports section maps the host port of 8081 to port 8080 inside the container. This means we can access the web interface of TSDProxy by visiting http://THE_IP_ADDRESS_OF_YOUR_SERVER:8081.

I chose port 8081 because we already used port 8080 for the File Browser application. I did this because each service or application requires its own unique host port. If two services try to use the same port on the host, Docker won’t be able to start one of them because it would create a conflict.

Keep in mind that internal container ports, such as port 8080, can be reused across multiple containers because each container runs in its own isolated network namespace or environment. This means that port 8080 in one container is independent of port 8080 in another container. Therefore, File Browser can use the internal port of 8080 and TSDProxy can also use the internal port of 8080, but they each require a unique Host port.

We are using three volumes for this container. The /var/run/docker.sock:/var/run/docker.sock mapping is a bind mount that gives TSDProxy access to the Docker daemon’s socket file. This allows TSDProxy to communicate with Docker directly in order to detect running containers, discover their exposed ports, and automatically generate reverse proxy configurations. Without access to the Docker socket, TSDProxy wouldn’t be able to see your other services and wouldn’t know how to route traffic to them.

The second volume, data, is a named volume used to persist TSDProxy’s internal data such as TLS certificates for each container it acts as a proxy server for.

The third volume, /opt/docker/tsdproxy/config:/config, is another bind mount. It maps a directory on the Docker host of /opt/docker/tsdproxy/config to the /config directory inside the container. Inside that directory, you’ll find a tsdproxy.yaml configuration file. That file is generated the first time TSDProxy starts. If you want to change how TSDProxy behaves, you’ll need to edit this file.

Named Volumes vs Bind Mounts

Let’s take a step back and talk about why some volumes are bind mounts and other volumes are named volume mounts.

In this case, we used a bind mount for the the /opt/docker/tsdproxy/config:/config volume because it gives us direct access to the configuration files from the host system. Specifically, we want the ability to easily locate and edit the tsdproxy.yaml configuration file without having to enter the container or use Docker commands to inspect internal volumes. By placing the configuration file in a standard, known location on the host (/opt/docker/tsdproxy/config), we can edit it via the command line from the Docker host or by using a web-based file manager such as File Browser.

On the other hand, we used a named volume for the /data mount because we don’t need, want, or expect to manually access or modify the contents stored there. This volume is used by TSDProxy to store internal data that is never intended for us humans to interact with directly.

In short, use a bind mount if you want to easily access and modify configuration or data stored there. Otherwise, use a named volume for data that needs to be persisted between container starts, but doesn’t require manual editing or direct interaction. Named volumes are managed by Docker and are ideal for application-managed data such as databases, caches, or, in this case, automatically generated SSL certificates.

Getting back to our compose.yaml file, the “labels” section of a compose.yaml file is used to associate, or attach, metadata or information to a Docker object such as a container. Labels are key-value pairs which can be used by other services to determine how to treat or configure that object.

TSDProxy monitors the labels of all the containers running on the Docker host. When it sees a container that has a label named “tsdproxy.enable” with its value set to “true,” it interprets that as a signal to begin proxying requests to that container. In other words, the label “tsdproxy.enable: true” tells TSDProxy, “This container should be made accessible over HTTPS using a Tailscale-based domain.” In this example, we want TSDProxy to configure itself to be accessible via a human-readable name using HTTPS. We’ll get back to this in just a moment.

The other label you’ll notice is tsdproxy.ephemeral and that is set to false. By default, TSDProxy creates ephemeral machines in Tailscale. Ephemeral devices are meant to be short-lived. Think of something that you might only use for a few hours or a few days. However, we want to keep using our services more or less permanently, so we tell TSDProxy to not add the service as an ephemeral device.

Next, you can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Finally, the “data” volume is declared in the volumes section of the compose.yaml file.

Deploying TSDProxy using Portainer

Now that you understand the configuration, click “Deploy the stack.” By the way, if the “Deploy the stack” button is greyed out or can’t be clicked on, this means there is most likely a typing mistake in your compose.yaml file configuration. Double check your work and make sure you address any errors that Portainer tells you about. After you click “deploy the stack,” you should see a message that tells you that the stack was successfully created.

Configuring TSDProxy

Now that the TSDProxy service is deployed, let’s configure it. After you deploy the stack, you’ll be brought to the list of stacks. Click on “tsdproxy.” Here, you’ll see a list of containers that are part of the stack. In this case, it is simply one container named “tsdproxy”. You can see the details about this container including it’s state, what stack it belongs to, what image it’s using, and its published ports. Click on it’s published ports link to bring you to http://THE_IP_ADDRESS_OF_YOUR_SERVER:8081. Here you’ll see the web interface or web dashboard to TSDProxy.

Because we added the “tsdproxy.enable=true” label to the tsdproxy container, you’ll see it in the TSDProxy dashboard. Click on it to start the authentication process for this service.

Once you click on it, you’ll be brought to a screen that asks you to authenticate, or log into, your tailscale account. Do that now. After you’ve logged in, you’ll be asked to connect the device. Do so by clicking on “Connect”. At this point you should see a “success” message. After a few seconds, you’ll be redirected to your Tailscale dashboard where you’ll find your newly added service to the list of machines.

Each machine in a Tailnet is required to be periodically reauthenticated. If a machine, service, or device that belongs to the Tailnet is not reauthenticated before its keys expire, connections to and from it will stop working.

It’s fairly easy to reauthenticate, but to avoid this minor inconvenience, you can disable the key expiry for your device.

Click the three dot menu or the three dots icon next to your host’s details, and click on “Disable key expiry.”

Now let’s access the TSDProxy application using it’s name. https://tsdproxy.twin-macaroni.ts.net/

The first time you access a service by name, it will take a few seconds to load, because TSDProxy needs to connect to the Tailscale network, generate the certificates, and start the proxy. This first connection can take a minute or so, so please be patient. If it times out or displays an error message wait a few more seconds and reload the page. It should start working. Now, whenever you want to access TSDProxy, you can do so by name.

Configuring File Browser for Use With TSDProxy

Next, let’s configure File Browser to use TSDProxy.

Return to Portainer and view the “filebrowser” stack. Next, click on “Editor.”

We’re going to add a “labels” section to the “filebrowser” service. I’m going to add it above the “restart” section and below the “environment” section, but it doesn’t matter what order this configuration comes in, so long as it is associated with the “filebrowser” service. Said another way, we need to nest a “labels” section under the “filebrowser” section.

services:




  filebrowser:




    image: filebrowser/filebrowser:latest




    container_name: filebrowser




    ports:




      - "8080:80"




    volumes:




      - /:/srv




      - data:/data




    environment:




      FB_DATABASE: /data/database.db




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false




    restart: unless-stopped








volumes:




  data:





Once you’ve made this change, scroll to the bottom of the page and click “Update the stack.” You may be asked to confirm your change. Simply click “Update” to make the change. At this point you should see a message similar to “Stack successfully deployed.”

Now, go back to the TSDProxy web interface and refresh it’s page. Because we added the “tsdproxy.enable=true” label to the filebrowser container, you’ll see it in the TSDProxy dashboard. Click on it to start the authentication process for this service.

Again, log into your tailscale account to add this service to your Tailnet. After you’ve logged in, you’ll be asked to connect the device. Do so by clicking on “Connect”. At this point you should see a “success” message. After a few seconds, you’ll be redirected to your Tailscale dashboard where you’ll find your newly added service to the list of machines.

Let’s disable the key expiry by clicking the three dot menu or the three dots icon next to filebrowser’s details, and click on “Disable key expiry.”

Now let’s access the File Browser application using it’s name. https://filebrowser.twin-macaroni.ts.net/

Remember, the first time you access a service by name, it will take a few seconds to load, because TSDProxy needs to connect to the Tailscale network, generate the certificates, and start the proxy. So be patient for this initial request. Now, whenever you want to access File Browser, you can do so by name.

While we’re here, let’s add the tsdproxy.enable label to Portainer. First login to File Browser. If you’ve been following along exactly you’ll use the username of “admin” and the password of “Self-Hosted!” to log in. Double click on “/opt,” then “docker,” then “portainer,” and finally on compose.yaml.

services:




  portainer:




    image: portainer/portainer-ce:lts




    container_name: portainer




    restart: unless-stopped




    ports:




      - "9000:9000"




    volumes:




      - /var/run/docker.sock:/var/run/docker.sock




      - portainer_data:/data




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false








volumes:




  portainer_data:





Now, add a labels section where we set tsdproxy.enable to true. Save the changes by clicking on the save icon in the top right of the screen.

The reason we used File Browser to edit the compose.yaml file for Portainer is that you cannot manage the Portainer stack and edit Portainer’s compose.yaml file through Portainer. We first have to create and manage Portainer outside of itself so that we can manage all other environments through Portainer. You could also have edited the compose.yaml file via the command line on your Docker host.

Next, we need to restart Portainer so that Docker picks up this new label. To do that, log into your Docker host, change into the /opt/docker/portainer directory and remove the running container by executing docker compose down. Now, recreate the container by running docker compose up -d. You might be tempted to run docker compose restart, but that only restarts the container. It doesn’t recreate it. So any updates to metadata like labels, environment variables, volumes, or ports won’t take effect. That’s why we first “down” the stack and then “up” it.

cd /opt/docker/portainer
docker compose down
docker compose up -d

Now TSDProxy should see the newly added label on the Portainer container and start to configure it. We need to authorize this new machine or service, so we have to go back to the TSDProxy dashboard. (Visit https://tsdproxy.twin-macaroni.ts.net/.) Now, click on Portainer, and log into Tailscale to authorize adding it to your Tailnet. On the Tailscale dashboard, disable key expiry for portainer.

Now you can access Portainer at https://portainer.twin-macaroni.ts.net/. Again, the first time you try to access it will probably be slow, but from that point forward it will be a fast connection.

By the way, you can also access your services via it’s short name such as https://portainer. The only drawback is that you’ll get a warning from your web browser telling you that the name on the SSL certificate does not match the site you are visiting. You can, of course override the warning and continue to the site.

Summary

Well, that brings us to the end of this chapter where you learned how to deploy TSDProxy and configure your services to be accessible over HTTPS using human-friendly names.

Resources

TSDProxy Source Code: https://github.com/almeidapaulopt/tsdproxy


Finding Open Ports on your Docker Host

Introduction

In this chapter, you will learn how to find open or available ports on your Docker host system.

Why Open Ports Are Needed

In previous chapters, you learned that each user-facing service requires its own unique host port. For example, you configured Portainer to be accessible on port 9000, File Browser on port 8080, and TSDProxy on port 8081.

As you start running more and more services, it becomes harder to simply remember what ports you’ve already used on your Docker host and which ones are free to use.

You need a way, or multiple ways, to quickly find open ports to use for the service you’re deploying. In this chapter, I’ll teach you a manual, command line approach to finding available ports as well as how to use a simple web application that I wrote that will find open ports for you.

Manually Finding Open Ports

If you want to see what ports are in use on your Linux Docker host, you can use the ss command. “SS” stands for socket statistics. The ss utility allows you to easily see what ports your Linux system is currently using.

Let’s try it out by first logging into our Linux Docker host. To see the list of ports in use, execute ss -nutl

ss -nutl

Let me briefly explain what each option to this command does:

-n Shows numerical addresses instead of resolving host names and service names -u Display UDP sockets -t Display TCP sockets -l Show only listening sockets

By the way, Linux command-line tools often allow you to combine multiple single-letter options after a single dash (-) to make commands shorter and easier to type. For example, ss -n -u -t -l is exactly the same as ss -nutl. You can also change the order. So, ss -ltun works the same as well.

Getting back to the output of the ss command, you’ll see several columns of information. The column we are interested in is the “Local Address:Port” column. The most important piece of information, the port in use, is on the right side of the colon. So, we can see that ports 53, 68, 9000, 8080, 8081, and so on, are in use.

If you just want to see the ports in use, you can use this command.

ss -nutl | awk '{print $5}' | awk -F: '{print $NF}' | sort -nu

In short, we take the output of ss -nutl, print the fifth column of information, extract the number at the end of the fifth column, and finally sort the output in numerical order. Again, we can see which ports are already in use, but in a slightly friendly output.

Picking a Port to Use

It’s a common practice to try to match the host port to the container port whenever possible. For example, when we first deployed the File Browser service it used the internal container port of 8080, so we used the same external host port of 8080. However, when we went to deploy TSDProxy we found that it also used an internal port of 8080. Because the host port 8080 was already taken by the File Browser service, we chose to use the host port of 8081. For the next container that uses the internal port of 8080, we could choose port 8082 and so on.

It might be tempting to do something like add a zero to the end of the port if it’s already in use. For example, if port 8080 is in use, perhaps you would think to choose 80800. However, this is an invalid port number because all ports must be 65,535 or below. Ultimately, what you are looking for is a port number that is below 65,536 and that is not already in use. The manual process to do that is by looking at the ss command output and choosing something that is not already in use.

Deploying the Open Port Finder Web Application

If you enjoy working at the command line, using the ss command is a great approach. However, if you want to use a web interface that will give you a free port to use, then feel free to deploy this simple app that I created that does just that.

For this demonstration, I’m going to use portainer. Of course, you can use the same configuration and deploy it via the command line, but to help those who might not be as comfortable at the command line, I’m going to demonstrate this process using Portainer.

Open up a web browser and visit https://portainer.YOUR_TAILNET_NAME.ts.net. My Tailnet name is “twin-macaroni,” so I’ll visit https://portainer.twin-macaroni.ts.net. Once you’re there, log in.

Click the local environment to access it. Now click on “Stacks.” From here, click on “Add a stack.”

Now, name it “open-port-finder”.

To ensure this works correctly, use the file from the companion download by either by uploading it or copying and pasting it. If you type it manually, every space, character, and case must match exactly to avoid errors.

services:




  open-port-finder:




    image: jasonc/open-port-finder:latest




    container_name: ports




    network_mode: host




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false




      tsdproxy.container_port: "56789"




    restart: unless-stopped





Let’s take a look at this compose.yaml file. You’ll see there is one service defined and I’ve chosen to name that service “open-port-finder”.

The image setting is jasonc/open-port-finder:latest. This points Docker to a public image hosted on Docker Hub under the user or organization jasonc, which is my Docker hub user name. The name of the image is open-port-finder, and the tag latest tells Docker to use the newest version of the image.

Next, I set the container_name to “ports”. The name of the application is descriptive, but it’s a long name and not one that I want to type out each time I want to use it. That’s why I chose a shorter name of “ports” for the container which TSDProxy will use to register the service with Tailscale. This is one way to handle how TSDProxy registers the name with Tailscale, however you can also use a label of “tsdproxy.name” and set it to anything you want.

Next, you’ll see something we have yet to cover in this book and that is the line that reads “network_mode: host”.

Rather than using Docker’s typical network isolation, we’re allowing the container to share the host’s networking stack. This gives the container the same network access as any regular application on the host machine. It can view and use ports without restriction, which enables it to accurately determine which ones are open or already in use.

Under labels, we see tsdproxy.enable: true. The label tells TSDProxy that this container should be made accessible over HTTPS using a Tailscale-based domain.

The next label you’ll notice is tsdproxy.ephemeral and that is set to false because we want to keep using this service more or less permanently.

The final label is tsdproxy.container_port: “56789”. Remember, this container is sharing the networking stack of the Docker host. This makes it hard for TSDProxy to determine which ports are used by processes on the host and which ports are used by containers sharing the host’s network. Here we are explicitly telling TSDProxy that this container uses port 56789.

Finally, you can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Deploying Open Port Finder using Portainer

Now that you understand the configuration, click “Deploy the stack.” After doing so, you should see a message that tells you that the stack was successfully created.

Now, visit the TSDProxy dashboard by typing https://tsdproxy.YOUR-TAILNET-NAME.ts.net. In my case, I’ll visit https://tsdproxy.twin-macaroni.ts.net. Now, click on ports, and log into Tailscale to authorize adding it to your Tailnet. On the Tailscale dashboard, disable key expiry for the ports device.

Now you can access Open Port Finder at https://ports.twin-macaroni.ts.net/. The first time you try to access it will probably be slow, but from that point forward it will be a fast connection.

Now simply enter in the port you want to use and it will either tell that the port is available or give you the next available port. Let’s say we are going to deploy another container that uses port 8080. So, we enter “8080” and it tells us that the next available port is 8083. That’s the port you’ll put in your compose.yaml file for the new service you’re deploying.


Summary

Well, that brings us to the end of this chapter where you learned two methods to find open or available ports on your Docker host system.


Setting Up Homepage as a Self-Hosted Dashboard

Introduction

In this chapter, you will learn how to deploy Homepage, a customizable dashboard that allows you to bring all of your self-hosted services into one centralized, easy-to-use interface.

Why Have a Dashboard?

As you begin to build out your set of self-hosted services, you’ll quickly find that you have many different applications accessible through many different URLs. Keeping track of them all can become cumbersome. Homepage solves this problem by giving you a single dashboard that lets you access all of your services from one convenient place.

Homepage is especially helpful if you plan to share access who others on your network. For example, if you plan to share your self-hosted tools with your family, you can tell them to visit the dashboard instead of telling them the name or address of each individual service they have access to.

Even if you don’t plan to share your self-hosted environment with others, a dashboard can still be helpful. In my case, I run several self-hosted services that are incredibly useful, but I only need to access them occasionally. Sometimes I forget the exact names of those services, so having a dashboard makes it easy to quickly scan and find what I need.

Deploying Homepage Using Portainer

Let’s deploy Homepage. I’m going to use portainer. Of course, you can use the same configuration and deploy Homepage via the command line, but to help those who might not be as comfortable at the command line, I’m going to demonstrate this process using Portainer.

Open up a web browser and visit https://portainer.YOUR_TAILNET_NAME.ts.net. My Tailnet name is “twin-macaroni,” so I’ll visit https://portainer.twin-macaroni.ts.net. Once you’re there, log in.

Click the local environment to access it. Now click on “Stacks.” From here, click on “Add stack.”

Now, name it “homepage”. To ensure this works correctly, use the file from the companion download by either by uploading it or copying and pasting it. If you type it manually, every space, character, and case must match exactly to avoid errors.

services:




  homepage:




    image: ghcr.io/gethomepage/homepage:latest




    container_name: homepage




    ports:




      - 3000:3000




    volumes:




      - /var/run/docker.sock:/var/run/docker.sock




      - /opt/docker/homepage/config:/app/config




    environment:




      HOMEPAGE_ALLOWED_HOSTS: "*"




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false




    restart: unless-stopped





Let’s take a look at this compose.yaml file. You’ll see there is one service defined and I’ve chosen to name that service “homepage”.

The image is ghcr.io/gethomepage/homepage:latest. The previous images we’ve used have been hosted on the official Docker Hub site, however this one is hosted on the GitHub Container Registry located at ghcr.io.

The full format of an image is actually the registry address followed by a forward slash, followed by the namespace, then a forward slash, followed by the image name followed by a colon and finally the tag. Here’s the full format:

registry/namespace/image:tag

So, the image of ghcr.io/gethomepage/homepage:latest translates to the registry of ghcr.io, the namespace of gethomepage, the image of homepage, and the tag of latest. By the way, you can think of the namespace as an organization or user name.

If the registry is omitted, then the default Docker Hub Registry is assumed. The address of the Docker Hub Registry is docker.io. Therefore, an image such as filebrowser/filebrowser:latest is actually docker.io/filebrowser/filebrowser:latest

Even though this image is hosted on a different website, in this case ghcr.io, Docker still knows how to download the image, start it, and run it just like any other image.

Next, I set the container name to homepage.

From there, the host port is set to 3000 which is the same port number of the internal port.

We are using two volumes for this container. The /var/run/docker.sock:/var/run/docker.sock mapping is a bind mount that gives Homepage access to the Docker daemon’s socket file. This allows Homepage to view the status of containers running on the host system.

The second volume is a bind mount from /opt/docker/homepage/config on the host system to /app/config inside the container. Inside this directory you’ll find a few configuration files that control the behavior of Homepage. For example, you’ll edit files in this directory to add services to your dashboard. Because this contains data you want to change, we used a bind mount instead of a Docker volume. This makes it easier to edit the files in the config directory either from the command line of the Docker host or by using a web based file manager such as File Browser.

We set the value of the HOMEPAGE_ALLOWED_HOSTS environment variable to “*”. This way we can access it by any IP address or name that it can be reached by. For example, we’ll want to access it by it’s name of homepage.YOUR_TAILNET_NAME.ts.net.

Under labels, we see tsdproxy.enable: true. The label tells TSDProxy that this container should be made accessible over HTTPS using a Tailscale-based domain.

The other label you’ll notice is tsdproxy.ephemeral and that is set to false because we want to keep using this service more or less permanently.

Finally, you can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Deploying Homepage using Portainer

Now that you understand the configuration, click “Deploy the stack.” After doing so, you should see a message that tells you that the stack was successfully created.

Now, visit the TSDProxy dashboard by typing https://tsdproxy.YOUR-TAILNET-NAME.ts.net. In my case, I’ll visit https://tsdproxy.twin-macaroni.ts.net. Now, click on “homepage”, and log into Tailscale to authorize adding it to your Tailnet. On the Tailscale dashboard, disable key expiry for the homepage device.

Now you can access Homepage at https://homepage.twin-macaroni.ts.net/. The first time you try to access it will probably be slow, but from that point forward it will be a fast connection.

Homepage Overview and Key Features

Homepage includes a default configuration, providing the layout you’re currently seeing. However, you can customize almost every detail — the sections, links, services, icons, color scheme, background image, and more. In short, you can customize Homepage to fit your needs.

Information widgets are at the top of the Homepage. The first informational widget is called resources and it displays the resources being used by your system. It displays things such as CPU usage, RAM usage and available disk space. You can expand this to include other statistics such as CPU temperature, uptime, and more.

The next widget is a search bar that’s currently configured to use DuckDuckGo, but you can of course change this as well.

Below the widgets, is the services section of Homepage. By default, there are three groups labeled “First Group,” “Second Group,” and “Third Group.” We’ll definitely want to change this, but it gives you one example layout with a little sample data.

Below the services section is the bookmarks section. Currently you’ll see three sections, each with one bookmark.

At the bottom of the dashboard, you’ll find options for changing the color scheme. You can quickly select different color palettes.

Next, there’s a button you can press to force Homepage to reread it’s configuration. Typically, Homepage will detect setting changes, but you can force that process if it doesn’t.

Finally, there a toggle button for switching between dark mode and light mode.

Customizing Your Homepage Dashboard

The appearance and functionality of Homepage is configured using YAML files located in the /opt/docker/homepage/config directory on your Docker host.

You can either log into your Docker host system and edit the configuration files from there or use File Browser. I’m going to demonstrate using File Browser to edit these files.

First, visit https://filebrowser.YOUR-TAILNET-NAME.ts.net. For me, that’s https://filebrowser.twin-macaroni.ts.net. Now, log in. If you’ve been following along exactly you’ll use the username of “admin” and the password of “Self-Hosted!” to log in. Double click on “/opt,” then “docker,” then “homepage,” and finally on “config.”

Here, you’ll see several YAML files, a CSS file, and a JS file. We’re primarily interested in four files: settings.yaml, widgets.yaml, services.yaml, and bookmarks.yaml. Each one of these files controls the settings for each of the Homepage sections.

To change global settings for Homepage such as the overall theme, color palette, background image and so on, you will edit the settings.yaml file.

If you want to change the informational widgets at the top of Homepage, you’ll edit the widgets.yaml file.

To edit the services and their settings, edit the services.yaml file.

If you want to add or remove bookmarks at the bottom of Homepage, edit the bookmarks.yaml file.

Updating the Dashboard Title and Background

Now that we know the layout of Homepage and which files to edit, let’s start customizing our Homepage. Before we do that, I want you to know that you can find all possible settings and configurations on Homepage’s website which is https://gethomepage.dev. So, if there is something you want to do that I don’t cover, go there and you’ll find what you need to accomplish your goal. Also, if you want more information on anything you see me change, you can check the Homepage documentation for that information. Finally, you’ll find the configuration files used in this chapter in the companion download so you can easily use them.

Let’s start by customizing the title and adding a background image. Open the settings.yaml file and add the following contents:

title: Launchpad




background:




  image: https://images.unsplash.com/photo-1628771791803-7ee290de9893?w=3840&h=2160&fit=crop&auto=format&q=80





After saving the file, return to Homepage and if it doesn’t automatically refresh, you can click the refresh button at the bottom of the page. Once it’s refreshed you’ll see the new title as well as the background image.

If your new background image is too bright or distracting, you can easily adjust it. I’m going to reduce its brightness and opacity, but you can also do things such as blur it and adjust its saturation. I’m going to add some comments for example values you can use to adjust these settings.

title: Launchpad




background:




  image: https://images.unsplash.com/photo-1628771791803-7ee290de9893?w=3840&h=2160&fit=crop&auto=format&q=80




  brightness: 50 # 0, 25, 50, 75, 125, 150, etc.


  opacity: 50 # 25, 50, 75




#blur: sm # xs, sm, md, lg, xl, 2xl, 3xl




#saturate: 50 # 0, 25, 50, 75





Locking the Theme and Color Palette

If you prefer to keep things consistent, you can hard-code your preferred theme and color palette:

theme: dark




color: slate





Now your homepage will always use dark mode with the slate color palette, removing the options to switch these settings manually.

I don’t need to see the version information for Homepage so I’m going to hide it with this setting.

hideVersion: true


Configuring Widgets

Now let’s customize the widgets section of our Homepage by editing the widgets.yaml file. Here is where you can change what system resource information is displayed and which search provider to use for the search bar. You can also remove those elements if you’d like. Let’s add the current time next to the search bar.

- datetime:




    format:




      timeStyle: short





After saving and refreshing your dashboard, you’ll see the current time on your dashboard.

There are several other information widgets you add such as weather and stocks. Again, to find the full list, consult Homepage’s documentation.

Adding and Organizing Service Groups

Now, let’s move on to the services section by editing the services.yaml file. I’m going to remove what’s there and add one group named Infrastructure with links to the services we’ve deployed so far.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




    - File Browser:




        href: https://filebrowser.twin-macaroni.ts.net




    - TSDProxy:




        href: https://tsdproxy.twin-macaroni.ts.net




    - Open Port Finder:




        href: https://ports.twin-macaroni.ts.net



Now, when we go back to our Homepage we’ll see a link to Portainer, File Browser, TSDProxy, and Open Port Finder.

These simple links are fine, but can make them look better by adding icons for each one.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: portainer




    - File Browser:




        href: https://filebrowser.twin-macaroni.ts.net




        icon: filebrowser




    - TSDProxy:




        href: https://tsdproxy.twin-macaroni.ts.net




        icon: tailscale-light




    - Open Port Finder:




        href: https://ports.twin-macaroni.ts.net


        icon: port-note





By default, the icons come from the Dashboard Icons project. You can find the link to it from the Homepage documentation on icons. To use an icon from that project, simply supply it’s name. There were ready-to-use icons for the Portainer and File Browser services, but there weren’t any specifically for TSDProxy or Open Port Finder. Because we use TSDProxy to add services to Tailscale, I used the Tailscale icon. The port-note icon seemed like a good fit for Open Port Finder.

You can also Material Design Icons by prefixing the icon name with “mdi-” and optionally postfixing it with a dash followed by a hex color code. For example, to use the Material Design Icon of a “heart,” use mdi-heart. To make it red, use mdi-heart-#E53E3E.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: mdi-heart-#E53E3E





Next, you can use icons from the Simple Icons project by prefixing the icon name with “si-” and optionally postfixing it with a dash followed by a hex color code. For example, to use the Simple Icons “portainer” icon, use si-portainer. To make it blue, use si-portainer-#13BEF9.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: si-portainer-#13BEF9





Finally, you can use icons from the selfh.st project by prefixing the icon name with “sh-”. For example, to use the “portainer” icon, use sh-portainer.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: sh-portainer





Homepage can also tell us if the service is available by using the “siteMonitor” setting.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: portainer




        siteMonitor: https://portainer.twin-macaroni.ts.net




    - File Browser:




        href: https://filebrowser.twin-macaroni.ts.net




        icon: filebrowser




        siteMonitor: https://filebrowser.twin-macaroni.ts.net




    - TSDProxy:




        href: https://tsdproxy.twin-macaroni.ts.net




        icon: tailscale-light




        siteMonitor: https://tsdproxy.twin-macaroni.ts.net




    - Open Port Finder:




        href: https://ports.twin-macaroni.ts.net


        icon: port-note




        siteMonitor: https://tsdproxy.twin-macaroni.ts.net





If the service is available, you’ll see a response time from the service. If it’s offline, you’ll see an error code in red text.

It might be overkill, but you can also tell Homepage which container is associated with the service and it will display the status of that container. To do this, you’ll need the /var/run/docker.sock bind mount so Homepage can communicate with Docker.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: portainer




        siteMonitor: https://portainer.twin-macaroni.ts.net




        container: portainer




    - File Browser:




        href: https://filebrowser.twin-macaroni.ts.net




        icon: filebrowser




        siteMonitor: https://filebrowser.twin-macaroni.ts.net




        container: filebrowser




    - TSDProxy:




        href: https://tsdproxy.twin-macaroni.ts.net




        icon: tailscale-light




        siteMonitor: https://tsdproxy.twin-macaroni.ts.net




        container: tsdproxy




    - Open Port Finder:




        href: https://ports.twin-macaroni.ts.net


        icon: port-note




        siteMonitor: https://tsdproxy.twin-macaroni.ts.net




        container: ports





Finally, some services may have a service widget which can display information about the given service. You’ll find every supported service on Homepage’s website. For example, there is a service widget for portainer that can display the number of running, stopped, and total containers. For this service widget, we need two things. The environment number and an API key.

Log into Portainer. Click on the local environment. Now, look in the URL bar and find the number in it. This will be the number we use for the “env:” setting. In my case, it’s 3 because I’ve created a couple of test environments, but in your case it’s most likely 1.

Now, let’s create an API key. To do that, click on “admin” in the upper right-hand corner and then click on “My account.” From there, scroll down to the “Access tokens” section and click on “Add access token.” Now, enter your password. My password is “Self-Hosted!”. Now give this token a description such as “Homepage” and click “Add access token.” Once the access token is displayed to the screen, copy it. This is the value you’ll use for the “key:” setting.

- Infrastructure:




    - Portainer:




        href: https://portainer.twin-macaroni.ts.net




        icon: portainer




        siteMonitor: https://portainer.twin-macaroni.ts.net




        container: portainer




        widget:




          type: portainer




          url: https://portainer.twin-macaroni.ts.net




          env: 3




          key: ptr_accesskeyaccesskeyaccesskeyaccesskey





Once you save the settings.yaml file and reload your Homepage you should see the number of running, stopped, and total containers.

As you add more services, you can check to see if there is a Homepage widget for it so you can add it to your dashboard.

Adding Bookmarks

That brings us to bookmarks section of Homepage which is configured by editing the bookmarks.yaml file. This is where you can collect and organize your most-used links. The main difference between bookmarks and services is that bookmarks are static links, while services may contain dynamic data such as status and service information. You can think of services as live integrations, while bookmarks are just shortcuts.

To configure bookmarks, edit the bookmarks.yaml file. I’m going to remove the default bookmarks and replace them with some links that I think you’ll find useful. I added a link to Tailscale so you can have quick access to managing the devices on your tailnet. I also created a link to the Homepage documentation and icon sources so you can further customize your dashboard.

- Network Management:




    - Tailscale:




        - icon: tailscale-light




          href: https://tailscale.com/




          description: ""








- Documentation & Icons:




    - Homepage:




        - icon: homepage




          href: https://gethomepage.dev/




          description: ""




    - Dashboard Icons:




        - href: https://github.com/homarr-labs/dashboard-icons/




          icon: homarr




          description: ""




    - Material Design Icons:




        - href: https://pictogrammers.com/library/mdi/




          icon: mdi-material-design-#757575




          description: ""




    - Simple Icons:




        - href: https://simpleicons.org/




          icon: mdi-image-#CCCCCC




          description: ""




    - Selfh.st Icons:




        - href: https://selfh.st/icons/




          icon: sh-selfh-st




          description: ""








- Education:




    - Linux Training Academy:




        - icon: linux




          href: https://linuxtrainingacademy.com/




          description: ""





Save the file and refresh your Homepage. You’ll now see these neatly organized bookmarks on your dashboard.

Summary

In this chapter, you learned how to deploy and customize Homepage by editing its YAML-based configuration files to control the title, background, theme, widgets, service groups, and bookmarks. You also learned how to add service icons, monitor service availability, and enhance the dashboard with dynamic widgets. Now you have a centralized and visually organized interface to easily access and manage your self-hosted services.

To make the most out of your customized Homepage dashboard, I recommend bookmarking it in your browser for quick access or even setting it as your browser’s default start page.

Resources

Homepage: https://gethomepage.dev


IT Tools

Introduction

In this quick chapter, you’ll learn how to deploy IT-Tools which is a collection of utilities that can assist with common information technology related tasks such as encoding and decoding data, comparing textual data, and converting Docker run commands into Docker compose files.

Installing IT Tools Using Portainer

For this demonstration, I’m going to use portainer. Of course, you can use the same configuration and deploy it via the command line, but to help those who might not be as comfortable at the command line, I’m going to demonstrate this process using Portainer.

Open up a web browser and visit https://portainer.YOUR_TAILNET_NAME.ts.net. My Tailnet name is “twin-macaroni,” so I’ll visit https://portainer.twin-macaroni.ts.net. Once you’re there, log in.

Click the local environment to access it. Now click on “Stacks.” From here, click on “Add a stack.”

Now, name it “it-tools”. You can either paste in the contents of the compose.yaml or upload it. Either way works.

services:




  it-tools:




    image: 'corentinth/it-tools:latest'




    container_name: it-tools




    ports:




      - '8082:80'




    labels:




      tsdproxy.enable: true




      tsdproxy.ephemeral: false




    restart: unless-stopped





Understanding the Compose File

Let’s take a look at this short compose.yaml file. You’ll see there is one service defined and it’s named “it-tools”.

The image for this service is “corentinth/it-tools:latest”.

This points Docker to a public image hosted on Docker Hub under the user or organization corentinth. The name of the image is it-tools, and the tag latest tells Docker to use the newest version of the image.

Next, I set the container_name to “it-tools”.

From there, the ports section maps the host port of 8082 to port 80 inside the container.

Under labels, we see tsdproxy.enable: true. The label tells TSDProxy that this container should be made accessible over HTTPS using a Tailscale-based domain.

The next label you’ll notice is tsdproxy.ephemeral and that is set to false because we want to keep using this service more or less permanently.

Finally, you can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Deploying IT-Tools using Portainer

Now that you understand the configuration, click “Deploy the stack.” After doing so, you should see a message that tells you that the stack was successfully created.

Accessing the TSDProxy Dashboard

Visit the TSDProxy dashboard by typing https://tsdproxy.YOUR-TAILNET-NAME.ts.net. In my case, I’ll visit https://tsdproxy.twin-macaroni.ts.net. Now, click on “it-tools”, and log into Tailscale to authorize adding it to your Tailnet. On the Tailscale dashboard, disable key expiry for the it-tools device.

Using IT-Tools

Now you can access IT-Tools at https://it-tools.YOUR-TAILNET-NAME.ts.net/. The first time you try to access it will probably be slow, but from that point forward it will be a fast connection.

Once the page loads, you’ll see a list of several handy tools. When you have a few minutes, I suggest reading down the list of tools to see what’s available.

Docker Run to Compose Converter

There is one tool I want to point out that will come up in the next chapter which is the “Docker run to Docker compose converter.” One way to access that tool is to click in the search bar and start typing “Docker.” Once it’s highlighted, click “Enter” to jump to that tool or use your mouse to click on it.

This tool is especially useful if you find documentation on how to start an application using docker run, but you want to use that docker run command as a stack. You simply paste the docker run command into the box and you’ll get the corresponding compose.yaml file. You can then take that compose.yaml file and use it as the basis of a stack that you can deploy with Portainer or via the command line using a docker compose command.


Updating Homepage

If you would like to add this to your Homepage dashboard, you can do so by editing the /opt/docker/homepage/config/services.yaml file. One way to do that is with File Browser.

First, visit https://filebrowser.YOUR-TAILNET-NAME.ts.net. For me, that’s https://filebrowser.twin-macaroni.ts.net. Now, log in. If you’ve been following along exactly you’ll use the username of “admin” and the password of “Self-Hosted!” to log in. Double click on “/opt,” then on “docker,” then on “homepage,” then on “config,” and finally on “services.yaml”. At the bottom of the file add the following.

    - IT-Tools:
        href: https://it-tools.YOUR-TAILNET-NAME.ts.net
        icon: it-tools
        siteMonitor: https://it-tools.YOUR-TAILNET-NAME.ts.net
        container: it-tools

Of course, be sure to replace “YOUR-TAILNET-NAME” with your actual Tailnet name. Now when you visit Homepage at https://homepage.YOUR-TAILNET-NAME.ts.net/ you’ll see a link to IT-Tools.


Accessing Self-Hosted Services Using Your Own Domain with Caddy

Introduction

In this chapter, you’ll learn how to access your self-hosted services using a domain that you own. It’s designed for anyone who already has a domain or is planning to register one. If that’s not you, feel free to skip ahead to the next section.

Why Use Your Own Domain

At the very beginning of this course you accessed the first services you deployed using IP addresses and port numbers. From there, you learned how to use TSDProxy and Tailscale to give your services human-friendly names. However, you had to use a tailnet name generated by Tailscale on their ts.net domain. That means you’re depending on a third party for how your services are named. By using your own domain, you break free from that limitation.

In order to access your self-hosted services using your own domain, you’re going to use a web server named Caddy. Caddy is a modern, easy-to-use web server that automatically obtains and renews TLS certificates for all your sites and services. You’ll use Caddy as a reverse proxy, meaning it will accept incoming traffic, then forward that traffic to the correct service running on your server.

Caddy uses Let’s Encrypt or ZeroSSL to obtain TLS certificates for your site using the ACME, or Automatic Certificate Management Environment, protocol. By default, Caddy will request a certificate for your domain. The CA, or Certificate Authority, responds telling Caddy to make a specific token available at a specific URL on your domain. The CA then makes a web request to get that exact URL. If it successfully retrieves the expected content, it proves you control the domain’s web server and the CA issues the SSL certificate.

Because only devices connected to your tailnet can connect to your self-hosted services, the Certificate Authority (CA) won’t be able to reach your server over the public internet to complete the usual HTTP-based domain validation. As a result, Caddy can’t obtain a TLS certificate using the default HTTP challenge.

To work around this, Caddy can use a DNS challenge instead. This method proves ownership of your domain by adding a special DNS record rather than requiring public access to your server. To make this work, you’ll set up your domain with Cloudflare as the DNS provider. Caddy talks directly to Cloudflare, handling DNS records for you. This setup allows you to use DNS challenges to get HTTPS certificates, even if your server isn’t accessible over the public internet. Your services remain secure on your tailnet and you get a valid SSL certificate.

Registering a Domain Name

This first step in this process is to register your own domain. Of course, if you already have a domain you can skip this step. To do that, you’ll need to choose a domain registrar, which is a company that sells domain names. Some of the most popular registrars include Cloudflare, Namecheap, GoDaddy, IONOS, and Porkbun. There are several others and you can easily find them by searching for domain registrars. Because we are going to use Cloudflare for DNS, it might be easiest to buy your domain name from them, but it’s definitely not required.

Of course, some of the most popular TLDs, or Top Level Domains, are .com, .net, and .org, but there are over 1,500 different top level domains to choose from. If I wanted the name “mycoolsite.com” and it was taken, I could check to see if “mycoolsite” is available in other top level domains such as .net, .xyz, .win, .cc, .biz, .top, and literally a thousand more. At the time of this recording, you can register some domain names as cheap as a few dollars a year. Make sure you check the yearly renewal price because sometimes you’ll find a special for the first year, but the renewal price is much more expensive.

Hosting DNS with Cloudflare

Once you’ve registered your domain, create an account on Cloudflare.com. Cloudflare provides many free services, including DNS. Once you’re logged into Cloudflare, add or connect your domain to Cloudflare.com. If prompted which plan you would like to use for your domain, select the free one. Cloudflare will then detect your existing DNS records. Allow them to be imported.

If your domain registrar isn’t Cloudflare, you’ll need to log into your registrar’s dashboard and update the name servers to the ones provided by Cloudflare. The exact steps may vary depending on your registrar, but Cloudflare will provide the specific name servers you need to use. If you’re unsure how to update the name servers, look up instructions for changing name servers or setting custom DNS name servers with your specific domain registrar. Also, Cloudflare links to several provider-specific instructions such as Namecheap, GoDaddy, IONOS, and Porkbun for your convenience.

At this point, you may have to wait up to 24 hours before the changes take effect. Many times the process will be much quicker. In any case, Cloudflare will let you know when your domain is active on Cloudflare.

Two Approaches for Hosting Self-Managed Services on Your Domain

Let’s look at the two most common ways you might configure access to your self-hosted services using your own domain.

The first way is to use your entire domain for your private, self-hosted services. For example, I own the “linuxtrainingacademy.com” domain. In this example, I would want to show the Homepage dashboard when I visit linuxtrainingacademy.com and portainer when I visit portainer.linuxtrainingacademy.com. In this scenario, I would use the following URLs or addresses for my services.

https://linuxtrainingacademy.com = Homepage https://portainer.linuxtrainingacademy.com = Portainer https://filebrowser.linuxtrainingacademy.com = File Browser https://tsdproxy.linuxtrainingacademy.com = TSDProxy https://ports.linuxtrainingacademy.com = Open Port Finder

For the DNS configuration I would create two DNS records. The first one would be for linuxtrainingacademy.com and I would set it to the Tailscale IP address of my Linux Docker host. The other DNS record would be *.linuxtrainingacademy.com and I would also set that to the Tailscale IP address of my Linux Docker host. The asterisk (*) is used to create a wildcard DNS record. This type of record matches requests for any subdomain that hasn’t been specifically defined and responds with the same IP address for all of them. That means you don’t have to manually create a new DNS record every time you spin up a new service. So, whether someone visits portainer.linuxtrainingacademy.com, filebrowser.linuxtrainingacademy.com, or even abc123.linuxtrainingacademy.com, they’ll all resolve to the same Tailscale IP address of the Docker host.

The second scenario is that you are already using your domain to host publicly available services such as a blog, a business website, or an online store. In that case, you don’t want to point your root domain and all of its subdomains to your private Docker server.

Instead, you can dedicate a subdomain of your main domain for your self-hosted services. In my case, I own linuxtrainingacademy.com, but my main website is already live at https://linuxtrainingacademy.com. I would choose a subdomain for my self-hosted infrastructure. I might choose internal.linuxtrainingacademy.com, home.linuxtrainingacademy.com, private.linuxtrainingacademy.com or some other name that makes sense to me. Let’s say I go with internal. In this scenario, I would use the following URLs or addresses for my services.

https://internal.linuxtrainingacademy.com = Homepage https://internal.portainer.linuxtrainingacademy.com = Portainer https://internal.filebrowser.linuxtrainingacademy.com = File Browser https://internal.tsdproxy.linuxtrainingacademy.com = TSDProxy https://internal.ports.linuxtrainingacademy.com = Open Port Finder

For the DNS configuration I would create two DNS records. The first one would be for internal.linuxtrainingacademy.com and I would set it to the Tailscale IP address of my Linux Docker host. The other DNS record would be *.internal.linuxtrainingacademy.com and I would also set that to the Tailscale IP address of my Linux Docker host. Now, requests to anything.internal.linuxtrainingacademy.com will return the Tailscale IP address of my Linux Docker host.

Configuring Your DNS Records

Once you’ve decided if you’re going to dedicated your entire domain or a subdomain to self-hosting, you can configure the DNS records.

First, get the IP address of your Linux Docker host. You can do this by running tailscale ip from the command line of the host or by looking for it in your Tailscale dashboard at https://tailscale.com.

Now, log into your Cloudflare account at https://cloudflare.com. Choose your domain. Then, go to the DNS configuration section. Add or edit your first DNS A record. I’m going to use internal.linuxtrainingacademy.com, so I’ll click on “Add record.” I’ll make sure the type is A, the name is internal, and the IPv4 address is 100.71.231.16. I’ll toggle the Proxy status to off and then I’ll click on “save.”

Now, I’ll add the wildcard record by clicking on “Add record.” The type is A, the name is “*.internal”, and the IPv4 address is 100.71.231.16. Toggle the proxy setting to off (DNS only) and click on “save.”

To make sure those DNS records are working correctly, we can test them from the command line of the Linux Docker host using the host command. This command performs a DNS lookup and tells you what IP address a domain name resolves to.

$ host internal.linuxtrainingacademy.com
internal.linuxtrainingacademy.com has address 100.71.231.16

So, the record we set for internal works as expected. Let’s check the wildcard record.

$ host portainer.internal.linuxtrainingacademy.com
portainer.internal.linuxtrainingacademy.com has address 100.71.231.16
$ host abc.internal.linuxtrainingacademy.com
abc.internal.linuxtrainingacademy.com has address 100.71.231.16

As you can see, anything.internal.linuxtrainingacademy.com returns the Tailscale IP address.

Getting a Cloudflare API Token

Now that DNS is configured, we need to create a Cloudflare API token we can give to Caddy so that Caddy can create DNS records.

First, go to your user profile by clicking on your profile icon and then clicking on “Profile.” Then, go to API Tokens and click “Create Token”. Next, click “Use Template” next to “Edit zone DNS.”

Leave the Permissions as “Zone DNS Edit”. For Zone resources, set it to “All zones.” This way, if you add more domains in the future, Caddy will be able to manage those as well.

Now click “Continue to Summary.” Next, click “Create Token.” Finally, copy the API Token and save it as we’ll need it when we deploy Caddy next. The token is only shown once, so if you don’t copy it, you’ll have to delete it and create another token.

Creating the Caddyfile

Before we deploy Caddy, we need to have the Caddyfile configuration file in place. Let’s create the file using File Browser.

First, visit https://filebrowser.YOUR-TAILNET-NAME.ts.net. For me, that’s https://filebrowser.twin-macaroni.ts.net. Now, log in. If you’ve been following along exactly you’ll use the username of “admin” and the password of “Self-Hosted!” to log in. Double click on “/opt” and then on “docker.” Now click on “New folder,” type “caddy”, and then click on “create”.

Next, click on “New file.” Name this file “Caddyfile”. Be sure to use a capital “C” as the first letter. Now, paste the following contents into the file.

{




  acme_dns cloudflare {env.CLOUDFLARE_API_TOKEN}


}








internal.YOUR_DOMAIN {




reverse_proxy http://127.0.0.1:3000




}








portainer.internal.YOUR_DOMAIN {




reverse_proxy http://127.0.0.1:9000




}








filebrowser.internal.YOUR_DOMAIN {




reverse_proxy http://127.0.0.1:8080




}








tsdproxy.internal.YOUR_DOMAIN {




reverse_proxy http://127.0.0.1:8081




}








ports.internal.YOUR_DOMAIN {




reverse_proxy http://127.0.0.1:56789




}








# Template for adding additional services:




# SERVICE_NAME.internal.YOUR_DOMAIN {




#   reverse_proxy http://127.0.0.1:HOST_PORT {




# }





Of course, be sure to change the text “YOUR_DOMAIN” to your actual domain name. In my case, that is linuxtrainingacademy.com. Once that’s done, click the save icon in the top right hand corner of the screen to save the file.

By the way, 127.0.0.1 is a special IP address that means localhost or this host. So, “reverse_proxy http://127.0.0.1:3000” tells Caddy to forward requests for the internal domain to port 3000 on the same server.

Also, you’ll notice that I left a simple template at the bottom of the page you can use for the future services you deploy. To use it, make a copy of it, uncomment it by removing the hash signs, replace SERVICE_NAME with the name you want to access the service by, YOUR_DOMAIN with your domain name, and HOST_PORT with the port the service is using on the Linux Docker host.

Deploying Caddy Using Portainer

Let’s deploy Caddy. I’m going to use portainer. Of course, you can use the same configuration and deploy Caddy via the command line, but to help those who might not be as comfortable at the command line, I’m going to demonstrate this process using Portainer.

Open up a web browser and visit https://portainer.YOUR_TAILNET_NAME.ts.net. My Tailnet name is “twin-macaroni,” so I’ll visit https://portainer.twin-macaroni.ts.net. Once you’re there, log in.

Click the local environment to access it. Now click on “Stacks.” From here, click on “Add a stack.”

Now, name it “caddy”. You can either paste in the contents of the compose.yaml or upload it. Either way works.

services:
  caddy:
    image: jasonc/caddy-cloudflare:2
    container_name: caddy
    network_mode: host
    environment:
      CLOUDFLARE_API_TOKEN: YOUR_TOKEN_HERE
    volumes:
      - /opt/docker/caddy/Caddyfile:/etc/caddy/Caddyfile
      - data:/data
      - config:/config
    restart: unless-stopped

volumes:
  data:
  config:

Let’s take a look at this compose.yaml file. You’ll see there is one service defined and I’ve chosen to name that service “caddy”.

The image setting is jasonc/caddy-cloudflare:2. This points Docker to a public image hosted on Docker Hub under the user or organization jasonc, which is my Docker hub user name. The name of the image is caddy-cloudflare, and the tag “2” tells Docker to use version “2” of the image.

The default Caddy Docker image doesn’t include the Cloudflare DNS module. So, I created my own Caddy image and the only change I made was to include the Cloudflare DNS module. If you want to create your own image, you can follow the instructions on Caddy’s website, or, since I’ve done the work for you, just use my image.

Next, I set the container name to Caddy.

From there we’re telling Caddy to use the host’s network with the network_mode setting. By default, Caddy will listen on port 80 for HTTP traffic and port 443 for HTTPS traffic. The reason we are using host network mode is so that Caddy can access all the services running on the host.

In the environment section we are setting the environment variable of CLOUDFLARE_API_TOKEN to the value of our Cloudflare API token. Of course, your token will be different than mine, so be sure to use yours.

We are using 3 volumes for this container. For the first volume, we map the /opt/docker/caddy/Caddyfile from the host to /etc/caddy/Caddyfile in the container. As you already know, this is the configuration file that controls Caddy’s behavior.

If the Caddyfile does not already exist on the host when you create the stack, Docker will treat it as a directory, not a file. That’s because Docker Compose sees you’re mounting something to a file path, but since it doesn’t exist yet, it assumes it’s a directory and creates one. If that happens, Caddy won’t start because it it expects a valid configuration file at /etc/caddy/Caddyfile, but it ends up with an empty directory instead. So, it’s very important to create the Caddyfile before creating the stack.

Next, we attach the data volume to /data inside the container. This volume will store information such as TLS certificates and renewal data.

From there, we attach the config volume to /config inside the container. This volume will store the current active configuration used by Caddy. This is for Caddy’s internal use and we will not need to change anything in this directory. The only thing we’ll change is the Caddyfile.

Finally, you can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it. This is useful for keeping the service running after a reboot or crash.

Now that you understand the configuration, click “Deploy the stack.” After doing so, you should see a message that tells you that the stack was successfully created.

At this point, you should see the Homepage app when you visit internal.YOUR_DOMAIN. So, I’m going to open up https://internal.linuxtrainingacademy.com and sure enough I see my dashboard. Keep in mind that only devices connected to your tailnet can access the site. I’ll demonstrate this by disabling Tailscale on my laptop and refreshing the page. Because I’m not connected to the tailnet, I cannot access the dashboard. When I reconnect to the tailnet and refresh the page, it works. Let’s connect to Portainer via https://portainer.internal.linuxtrainingacademy.com to confirm that it’s working as expected.

Summary

That brings us to the end of this chapter where you learned how to use your own domain name to access your self-hosted services.

Resources

Caddy - https://caddyserver.com/ Cloudflare - https://www.cloudflare.com/


Making Your Self-Hosted Services Public with Cloudflare Tunnels

Introduction

Up to this point, we’ve focused on accessing your self-hosted services privately and securely by only allowing devices on your Tailnet to access them. That’s great for internal use, but what if you want to share something publicly like a blog, a portfolio, or other content that’s meant for the world to see?

In this chapter, you’ll learn how to make any of your self-hosted services accessible from the public Internet using Cloudflare Tunnels.

As an example, we’ll deploy a new service, the Ghost blogging platform, and expose it to the Internet using your own domain name.

Deploying a Ghost Blog Using Portainer

We’ll begin by deploying Ghost using Docker and Portainer. If you’re comfortable using the command line, you can use docker compose, but I’ll demonstrate using Portainer so you can easily follow along.

First, open your browser and navigate to your Portainer dashboard which should be located at https://portainer.YOUR_TAILNET_NAME.ts.net.

Now, click on your local environment, then go to Stacks. Click “Add stack”, and name it “ghost”.

Now paste in the contents of the compose.yaml file.

services:








  ghost:




    image: ghost:5




    container_name: ghost




    restart: unless-stopped




    ports:




      - 2368:2368




    environment:




      database__client: mysql




      database__connection__host: db




      database__connection__user: root




      database__connection__password: password123




      database__connection__database: ghost




# Change the url to match YOUR domain!




      url: https://blog.YOUR_DOMAIN




    volumes:




      - ghost:/var/lib/ghost/content








  db:




    image: mysql:8




    container_name: ghost-db




    restart: unless-stopped




    environment:




      MYSQL_ROOT_PASSWORD: password123




    volumes:




      - db:/var/lib/mysql








volumes:




  ghost:




  db:





You need to change the value of the “url” environment variable to match the url, or address, you intend to use for this blog. By the way, URL stands for “Uniform Resource Locator” and it’s the technical term for a web address like “https://blog.linuxtrainingacademy.com”.

It’s a good practice to assign a dedicated subdomain to each publicly accessible service you host. While it’s not required if the blog will represent your entire domain, for testing and demonstration purposes, let’s use the subdomain of “blog”. For example, since my domain is linuxtrainingacademy.com, I’ll set the “url” environment variable to https://blog.linuxtrainingacademy.com.

Now that we’ve got that out of the way, let’s go back and review the entire compose.yaml file.

Here, we’re deploying two services. The first is named “ghost”, and it will run the main application component of the Ghost blogging platform in its container.

The second service is named “db”, and it creates a container that runs the database Ghost uses. This is where contents of your blog posts will be stored.

The image for the “ghost” service is “ghost:5”. This format varies slightly from image names you’ve seen so far.

Typically, image names start with a Docker Hub username or organization name. For example, we used “portainer/portainer-ce:lts” as the image name for the Portainer service. The user or organization name is portainer, the image name is portainer-ce and the tag is lts.

However, this image is what’s known as an official Docker image. These official Docker images are maintained by Docker or trusted partners, and they live in the root namespace of Docker Hub. That means there’s no need for a username or organization name. In this case, “ghost” is the Official Docker image name, and “5” is the version.

Next, the container_name is set to ghost.

You can see that we set a restart policy of “unless-stopped” which ensures that the container will always restart automatically unless you explicitly stop it.

From there, we are mapping the host port of 2368 to the internal container port of 2368.

The next section contains a set of environment variables that the Ghost application will use to connect to the database. One important thing to note is the “database__connection__host: db” line. Docker compose automatically creates a custom network for all services defined in the same compose file, and each service becomes discoverable by its service name as a hostname. That’s why the hostname of “db” is used in the compose.yaml file.

We’ve already talked about how you need to set the value of the “url” environment variable to match the address you intend to use. Ghost will use the contents of this variable to create links, for example.

We are using one named volume of “ghost” and mapping that to the /var/lib/ghost/content directory inside the container. This volume will contain the data that is not stored in the database such as themes, images, and application logs.

For the “db” service we’ll be using the Official Docker image of “mysql” with a version number of 8. This is version of MySQL that is officially supported by the Ghost web application.

Next, we set the container name to be “ghost-db”.

You can see that we set a restart policy of “unless-stopped” which ensures the container will always restart automatically unless you explicitly stop it.

We are setting one environment variable which is MYSQL_ROOT_PASSWORD and using the same value we told the Ghost application to access this database with. If you want to use a different password, make sure to change it in both places in the compose.yaml file.

Next, we are mapping the named volume of “db” to the /var/lib/mysql directory inside the container. This is where MySQL will store all of its data and files.

Finally, the “ghost” and “db” volumes are declared in the volumes section of the compose.yaml file.

Deploying Ghost using Portainer

Now that you understand the configuration, click “Deploy the stack.” After doing so, you should see a message that tells you that the stack was successfully created.

Using Cloudflare Tunnels to Publicly Expose the Service

Now that we have our blog deployed, we need to make it publicly available. To do that, we’ll use a Cloudflare Tunnel.

Understanding How Cloudflare Tunnels Work

A Cloudflare Tunnel is a secure service that creates an encrypted connection between your local server or application and Cloudflare’s network. This allows you to expose local services to the Internet without opening firewall ports or even having a public IP address.

To do that, you’ll install a client, called “cloudflared”, on your Linux Docker host that securely connects to Cloudflare’s network. Then, Cloudflare routes external traffic to your service over that secure connection, which is called tunnel. This connection is initiated from inside your network, so no open ports are needed. It’s fast, encrypted, and safe.

To use Cloudflare Tunnels, you must use Cloudflare for DNS for your domain and run the cloudflared tunnel client on your Docker host. You’ve already configured your domain to use Cloudflare for DNS, so the next step is to deploy the “cloudflared” tunnel client.

Creating the Cloudflare Tunnel

Log into Cloudflare at https://cloudflare.com. Click on “Zero Trust” to access the section of Cloudflare’s site where you can configure tunnels.

From there, click on “Networks”, and then click on “Tunnels”.

Next, click “Add a tunnel.” From there, click “Select Cloudflared.” Now give your tunnel a name. Let’s name it “self-hosted-tunnel” because we plan to only use one tunnel that connects to our self-hosted environment. Now click on “Save tunnel.”

On the “Choose your environment” screen, select Docker. Click on the copy icon next to the “docker run” command. Now, open up a text editor on your system and paste the contents of your clipboard into that document. On Windows, you can use Notepad and on macOS you can use TextEdit.

After “–token” you’ll see a long string of seemingly random text. That is your tunnel token. You’ll need your tunnel token in the next step, so be sure to save it. Please note that the final single quotation mark is NOT part of your tunnel token. So if your tunnel token ends in xyz’ be sure to remove the quotation mark so that your tunnel token ends in xyz.

Leave your web browser open to this page because you will return to it in just a moment.

Installing the Cloudflared Client Using Portainer

Now it’s time to deploy the cloudflared tunnel client using Portainer. In Portainer, go to “Stacks,” click “Add stack”, and name it “cloudflared”. Now, paste in the following compose.yaml file.

services:




  cloudflared:




    image: cloudflare/cloudflared:latest




    container_name: cloudflared




    network_mode: host




    restart: unless-stopped




    command: tunnel --no-autoupdate run




    environment:




      TUNNEL_TOKEN: REPLACE_WITH_YOUR_TOKEN





Be sure to use your token where it says REPLACE_WITH_YOUR_TOKEN. Again, this is a seemingly random and long string of text. Also note, that your token should not have any quotation marks in it, so if the last character of your token is a quotation mark, remove that character.

Once you’ve set your token, click on “Deploy the stack.”

Completing the Tunnel Configuration

Now return to your web browser and look at the Connectors section of the page. You should see that there is one connector with a status of “Connected.”

Now click “Next.”

On the “Add public hostname” screen, enter “blog” as the subdomain name. Next, select your domain. Leave the path blank. Under the “Service” section, select HTTP as the type. For the URL enter “127.0.0.1:2368”. Remember that 127.0.0.1 is a special IP address that means localhost or this host. Since cloudflared is running on our Docker host, we want it to connect to that same host on port 2368 where the Ghost service is running. Now click “Complete setup”.

At this point you should be able to access the Ghost service over the public Internet using the name blog.YOUR_DOMAIN. So, I’m going to visit https://blog.linuxtrainingacademy.com and sure enough I see the service. The administration path for Ghost is “/ghost”, let me visit https://blog.linuxtrainingacademy.com/ghost. Here you create an account, set the title of your blog, and start adding blog posts. I’ll let you explore Ghost on your own if you’re interested.

The important point here is that you took a self-hosted service and made it publicly available using your own domain name. Now anyone in the world can visit your blog. They don’t have to be connected to your tailnet to do so.

I should give you a word of caution here. When you follow this process you exposing that service to the entire world. So never, ever put anything on the Internet that doesn’t absolutely need to be there.

For example, I would never make Portainer publicly accessible because it provides administrative access to your entire Docker environment. If someone gained access to that, they could do all sorts of bad things. You should make it so that you have to be connected to your tailnet in order to access Portainer.

With that warning out of the way, I’m sure you’re going to make other services public. To do that, go back to the “Tunnels” section in Cloudflare and add another Public hostname. So, click the menu next to your “self-hosted-tunnel” and click “configure.” From there, click on “Public hostnames”. Now click on “Add a public hostname.”

Let’s say you want to make your IT-Tools service available on the Internet. First, you would give it a subdomain name such as “it-tools.” Then we would select your domain. You would then set the service type to HTTP and the URL to “127.0.0.1:8082”. Click save to make the service public. Now when you visit https://it-tools.YOURDOMAIN, you’ll see IT-Tools.

Summary

That brings us to the end of this chapter where you learned how to make self-hosted services publicly accessible through a secure Cloudflare Tunnel.


How to Find, Evaluate, and Deploy Self-Hosted Services and Solutions

Introduction

In this chapter, you’ll learn how to find alternatives to expensive or third-party services you currently use or are considering, how to evaluate those options based on your specific needs, and how to deploy those services.

Why You’d Want to Find Self-Hosted Alternatives

One of the things I love about self-hosting is that it puts you in control. Instead of paying monthly fees for services you could run yourself, or relying on companies that may change their pricing or shut down altogether, you can find open-source or self-hosted solutions that meet your needs—without giving up control or flexibility.

For example, if you’re currently using Dropbox or Google Drive for file storage and sharing, you could look into self-hosted tools like Nextcloud or Seafile. If you’re using Slack for messaging, you might consider something like Mattermost or Rocket.Chat.

A Quick Note Before We Dive In

Before we jump into the how-to portion of this chapter, I want you to keep something in mind: My goal isn’t just to show you a list of tools. It’s to help you build the confidence to explore, evaluate, and deploy services on your own, based on your unique needs. Once you understand how to find and assess these tools, you’ll never need a service-specific tutorial going forward.

Another Quick Note Before We Dive In

Also, I’ll be sure to include links to everything we discuss during this chapter so you can explore them on your own. However, I don’t control the Internet, so anything I mention is subject to change, look different, or disappear entirely. My hope is that you can take the concepts you learn and apply them to the current state of the real world.

How to Find Self-Hosted Tools and Services

Here are a few simple and effective ways to find services you can host yourself.

Self-Hosting Directories and Lists

First, I recommend starting your search by looking at one of the popular self-hosting directories or lists.

The most popular among these is probably the “Awesome Self-Hosted” list which you can find on GitHub or at https://awesome-selfhosted.net/. I’ve also created a backup copy of this site at LinuxTrainingAcademy.com. Here, you’ll easily find hundreds of self-hosted options for the most popular services and applications.

If you’re looking for a replacement for a specific service or product you currently use, you can try searching for it on the page using your web browser’s search function. For example, most browsers support in-page searching with the shortcut Control-F on Windows or Linux, and Command-F on macOS. Let’s say you are looking to replace your Trello subscription with a self-hosted solution. In that case, you could search for “Trello.”

When I search for “Trello” I find a few different solutions including “Focalboard,” “Planka,” and “Wekan.” With this one simple search you’ve quickly discovered viable options for replacing Trello. It’s important to note that there are many more self-hosted solutions that provide the same functionality as Trello, but they may not use the brand name of Trello in their descriptions. If we take a step back, we’ll notice that these tools are all grouped together under the category or tag of “Task Management & To-do Lists.”

Let’s click on that tag and see what other services are listed.

As I scroll down the list I happen to see Kanboard. Its current description is a “simple visual task board.” As it turns out, it’s based on the same method Trello uses which is the Kanban method.

The chapter here is that sometimes the best way to find what you’re looking for isn’t by searching for the exact name of a tool, but by looking at the category or broader functionality of the tool. Sure, Trello is a unique service and it is based on the Kanban method, but broadly speaking it is used for task management. If you think in these broader categories, you can look at all the tools available in that category to find a self-hosted service that can fit your needs.

Another great self-hosted directory is located at https://selfh.st/. Once you’re there, click on “Apps” to be brought to the self-hosted application directory. You can narrow your search by using tags, alternatives, or a keyword search. For example, if you select the “Tasks and To-Do Lists” tag you’ll be presented with a list of applications designed for managing tasks. Here you will see WeKan, Kanboard, and Planka among other solutions. You’ll see some overlap with the Awesome Self Hosted list, but you may find other tools you haven’t seen before.

Yet another site to check is https://selfhosted.libhunt.com. If you look at the “Task management/To-do lists” category you’ll find some familiar names such as Focalboard, Wekan, and Kanboard. Plus, you’ll see some other options like Nullboard and Tracks.

You could also try https://selfhostedworld.com. I’ll use my web browsers find-in-page feature and look for “task.” I see there is a “Task Management & To-do Lists” link. Once I click on that, I not only see Focalboard, Wekan, and Planka, but I also see AppFlowy and Tasks.md.

Beyond that, there’s https://openalternative.co. You can narrow your search by alternatives or categories. So, if I select “Trello” as an alternative I see some projects I’ve seen before, but I also notice a new one called Plane.

So, using these self-hosted lists or directories can give you a strong starting point when searching for self-hosted tools to replace services you already use or services you would like to implement.

Using Search Engines to Find Self-Hosted Services

In addition to browsing and searching through self-hosted lists and directories, you can also use a search engine to perform a web search to find what you’re looking for. Options include Google, Bing, DuckDuckGo, Perplexity, and many other search engines.

If you’re already using a tool or product that you would like to replace, combine that tool’s name with a discovery keyword such as “self‑hosted,” “open source,” “alternative,” “clone,” or “replacement” when you search.

For example, you could search for “self-hosted Google Drive alternatives,” or “open source Trello clones,” or “self-hosted Slack replacement.”

If you don’t have a specific product in mind but you know the category of software you’re looking for, try searching based on its main function.

For example, you could search for “self-hosted file hosting services,” or “open source task management software,” or “self-hosted chat services.”

Exploring Forums and Communities for Recommendations

Other great resources for finding self-hosted solutions include self-hosting discussion forums and communities. The most popular one is the “selfhosted” subreddit located at https://www.reddit.com/r/selfhosted. At the time of this recording, the title of that group is “Self-Hosted Alternatives to Popular Services”.

There are other Reddit communities that are related to self-hosting, but not exclusively. Those are https://www.reddit.com/r/homelab and https://www.reddit.com/r/HomeServer. In those groups you’ll see selfhosted software solutions interspersed between conversations about hardware setups, networking gear, and storage configurations. Even though those subreddits aren’t dedicated solely to software, you’ll still find helpful recommendations, real-world feedback, and creative use cases from people running self-hosted environments at home.

Before creating a new post in one of these communities I recommend doing a quick search to see if an existing post exists for the type of software you are looking for. I’ve found some great software suggestions that weren’t listed in the previously mentioned directories by looking through replies to posts. ## Leveraging AI for Suggestions

Another way you can find suggestions for self-hosted solutions is by using an AI tool such as ChatGPT, Gemini, Claude, Perplexity, or any another AI assistant to generate recommendations based on your needs.

You can treat an AI assistant just like a search engine and use the same phrases such as “give me a list of open source Trello clones.”

You can get even more specific and use a focused prompt such as “give me a list of actively‑maintained, self‑hosted, open‑source Kanban web applications that can replace Trello. Include a one‑line description and a link to the project site or repo.”

You can narrow your search by describing the features you most need. For example, you could use the following prompt: “Give me a list of self-hosted Trello alternatives that allow me to assign tasks to members of my team.”

What to Look for in a Self-Hosted Application

Features

Of course, the number one thing to look for in a self-hosted application is its functionality. Does it meet your requirements? Does it do what you need it to do? For example, if the most important feature to you of Trello is the Kanban board where you can create columns and then move cards between them, then you can quickly rule out any task management software that doesn’t have this functionality.

Docker Support

The next thing I look for in a self-hosted service is if it can be deployed using Docker. Some applications are designed in a way they are very easy to containerize, while others simply don’t play well with Docker out of the box. Ideally, I prefer services that either come with an official Docker image or have a well-maintained community image, with clear documentation on environment variables, volumes, and network configuration. We’ll talk more about Docker in a minute.

Activity

Another thing to look for in a self-host service is if it is actively maintained. The easiest way to tell this is to find the source code for the project and look for recent updates and releases. Most open source software projects are hosted on Github.com, but even if they are not, they do provide access to their source code. Simply search for the software name plus “github” or “source code.”

For example, let’s say I am considering the “Kanboard” software as a replacement for Trello. When I search for “Kanboard source code” I see it’s hosted on Github. Clicking through to GitHub and looking at the recent commits, or changes, I can see there is a lot of recent activity indicating to me that this is a project that is currently being maintained.

Community

This brings us to another thing to look for which is community support. If I go back to the Github page for Kanboard and look at the contributors section, I can see there are over 300 different people who have added source code to this project. That gives me confidence that this project isn’t relying solely on the work of one person and that the likelihood of this project continuing is good.

If we scroll to the top of the page we can also see there are over a thousand forks. A fork is a copy of a software repository that allows someones to save the software or make changes to it. If you want to add source code to a project, you first create a fork of it, make your changes, then submit that change via a pull request back to the main project so it can be incorporated. Having many forks is another sign that developers are working on this project.

We can also see that over nine thousand people have starred this repository. A star on GitHub is a way for users to bookmark repositories they find interesting or want to keep track of. It’s also a sign of popularity or approval: the more stars a project has, the more it tends to be recognized as useful, well-built, or noteworthy within the community.

You can also look at the issues. In this case there are several open issues, but more importantly there are thousands of closed issues. This is a strong sign that the maintainers are actively working on the project and engaging with the community. Closed issues often reflect bugs that have been fixed, features that have been implemented, or questions that have been answered which are all positive indicators of an actively maintained and well-supported project.

When we look at the README file for this project we see a link to a discussion forum. This is a sign that, if you needed it, you could ask the developers and the community questions about the software. Some software projects have chat groups that allow you to interact with the community as well. Again, these are signs of a healthy project.

If I found an application I was considering deploying and it only had one contributor, no forks, just a couple of stars, and the last commit was 5 years ago, I would probably continue my search for other alternatives.

Documentation

Sometimes the documentation for the project is included with the source code, sometimes it’s hosted on a separate site, and sometimes there is no documentation, which is a bad sign.

Good documentation not only helps you quickly get the software running but also reduces troubleshooting efforts.

When evaluating a self-hosted solution, I prefer projects that offer clear and thorough documentation. Ideally, the documentation covers installation procedures, common configurations, troubleshooting tips, and details about the software architecture and dependencies.

Poor or missing documentation can be a red flag. It typically means you’ll be spending extra time figuring things out on your own, potentially making the service harder to maintain, update, or scale in the future.

Deploying an Application Using Docker

Let’s say you’ve found an application that meets your requirements and at first glance it appears to have Docker support, it’s being actively maintained, has a strong community, and good documentation. Now you’re ready to deploy the software and try it out. ## Finding Docker Compose Files in Documentation

First, you’ll want to find or create a Docker compose file. I always recommend starting with the documentation. Typically, the documentation will be included in the software repository or there will be a link to the documentation from the software repository.

Once you find the documentation, look for installation instructions. Specifically, look for Docker or Docker compose installation instructions. Many projects will provide the compose.yaml file, sometimes listed as docker-compose.yml, right in the instructions. You can then use that file as a starting point. Adjust the host port or ports if needed and paste it in Portainer and deploy the stack. If you want to add the service directly to your Tailnet, add the TSDProxy labels to the compose.yaml file and use TSDProxy to add the service to Tailscale.

Checking Software Repositories

Sometimes the installation documentation will refer you back to the software repository where you’ll find a compose.yaml or docker-compose.yml file. Sometimes, the documentation won’t include specific instructions for installing Docker. Even so, still check the software repository for a compose.yaml or docker-compose.yml file.

Using Docker Hub for Official Images

If you don’t file a compose.yaml file, but see a Dockerfile in the software repository, that most likely means there is an official Docker image for the project. In that case, I would visit Docker Hub at https://hub.docker.com and search for the software name. When you locate the Docker image, you’ll typically also find documentation or a link to instructions that explain how to use that image. Sometimes you’ll get docker run commands or example compose.yaml files to use.

Converting Docker Run Commands into Compose.yaml Files

Let’s say the documentation, the software repository, and the Docker Hub image page don’t include a compose.yaml file but instead provide a docker run command that will deploy the application. In that case, you can convert the docker run command into a compose.yaml file. You can do that using IT-Tools, which you learned how to deploy in a previous chapter. You can also ask AI to convert the docker run command into a compose file for you as well.

Search Engine and Community Resources

If none of those methods turn up what you’re looking for, you can use a search engine and search specifically for a compose.yaml file. You can start the search with the application name you are looking to deploy plus a term like “docker compose”, “docker compose file”, “compose.yaml”, or “docker-compose.yml”. For example, if you are searching for a docker compose file for the Kanboard project you could search for “Kanboard docker compose file”.

Another helpful resource is the Portainer Community Templates site located at https://portainer-templates.as93.net. By the way, I’ve made a copy of that site, so if it ever becomes unavailable in the future, we’ll have a backup copy. I’ll be sure to link to that site from this chapter.

Customizing Compose Files for Your Environment

In any case, you can search for the application you want to deploy to see if there is an example compose.yaml file you can use to deploy the software. If you find one, you may not be able to use it as is. Make sure to customize it to your own needs. For example, you’ll most likely need to adjust the host port to one that is available on your host. Also, if there are bind mounts, you’ll need to translate those example paths into paths you actually want to use.

If you look at the compose.yaml file for the Homepage application in the Portainer Community Templates site, you’ll find that the host directory of /opt/mediadepot/apps/homepage is mapped to /app/config inside the container. However, in this book we used /opt/docker/homepage/config as the host directory for storing Homepage’s configuration files.

The chapter here is that sometimes you can use the Docker Compose file as you find it, and other times you need to modify it so that it conforms to your setup. The Docker Compose files you find online are often great starting points, but you still need to use what you’ve learned to deploy them in your environment.

Understanding Docker Image Documentation

Another important tip is to read the documentation for the Docker image. Most Docker images have documentation either on Docker Hub, in the project’s GitHub repository, or on the project’s main website.

That documentation often includes required and/or optional environment variables. As you already know, environment variables control the behavior of the application. For example, we used the HOMEPAGE_ALLOWED_HOSTS environment variable to specify which hostnames or IP addresses are permitted to access the Homepage dashboard.

You may also find volume definitions that tell you which directories inside the container should be mapped to persistent storage on the host. For example, an app might store its configuration files in /config inside the container. Therefore, you’ll want to map a path on your Docker host system such as /opt/docker/application-name/config to the /config directory inside the container.

You might also notice that the image documentation will tell you which internal container port the application listens on. This lets you map an available host port on your Linux Docker Host system to the internal container port. ## Summary

At this point, you should have the confidence to go forward and deploy the services you need and want to use even if those services aren’t covered in this book. My goal was to equip you with the skills and knowledge to meet your own self-hosting goals. Remember, you already know how to implement the hardest parts of self-hosting. You’ve built a strong, secure foundation and you’re now ahead of the overwhelming majority of people trying to self-host services.

In this chapter, you learned how to discover self-hosted alternatives to services you currently use or are thinking about using. You were introduced to several self-host software lists and directories such as the Awesome Self-Hosted list and the selfh.st site. We also talked about using various tools such as search engines, AI assistants, and community forums to help you discover software you can deploy that will meet your needs.

From there, you learned how to evaluate each application before deployment. You considered key factors such as available features, Docker support, ongoing development, community involvement, and the quality of the documentation.

Once you found an application that fits your needs, you learned how to review its Docker documentation, find or create a compose.yaml file, and adjust it to match your environment including updating host ports and specifying volume paths.

At this point, you are able to find, evaluate, and deploy the self-hosted services that will meet your current and future needs.

Resources

Awesome Self-Hosted List (Web) https://www.linuxtrainingacademy.com/best-self-hosted-software-open-source-web-apps/

Awesome Self-Hosted List (GitHub): https://github.com/jasonc/awesome-selfhosted

Selfh.st Apps: https://selfh.st/apps/

Libhunt List: https://selfhosted.libhunt.com/

Self Hosted World: https://selfhostedworld.com/

Open Alternative.co: https://openalternative.co/

Portainer community templates site https://portainer-templates.as93.net

Clone of Portainer community templates site https://github.com/jasonc/portainer-templates
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